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Tabs

One of the options provided by WOW is to display the results of an operation in a tabbed
layout. This layout is typically used where you have one primary operation, and multiple
secondary operations related to the primary operation. For example, your primary operation
might be to look up a customer, and your secondary operations might allow you to view
that customer's history, current charges, and account options. While you are running the
secondary operations, you still want to be able to view the results of your primary operation
(e.g. the current customer resulting from your search).
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Creating Tab Operations

This section will describe how to configure your operations to use a tabbed interface, as
shown above. The first step is to determine what your primary operation (also known as the
"tab parent operation") will be. In our example, this is the query which looks up a customer
based on a name search. The operation type of your tab parent operation should be set to
"Tabbed Operation":

Basic
Libel | Crustomers Title |
Operatiom T_'r'PEt I Tabbed - I Dresaiption I
SELECT *FEOM JETEMP.CTT3 T OMER. ‘WHEFE HAME like ?
Operation Code

Once the tab parent has been defined, the next step is to create your secondary operations
(also known as the "tab data operations"). Creating a tab data operation should be done
exactly like creating an associated operation and associating it with the results of the tab
parent operation. That process is summarized below:
m Each tab data operation should be an association operation type (such as 1-to-Many
Association or 1-to-1 Association).



m The tab data operations can use the double question mark notation to refer to fields in
the result of the tab parent operation.

Here is the tab data operation:

Basic
Label | Customers - History Title |
Operatiom T:I"PE* I Desociation 1-MISH - I Drecoaiption I
SELECT *FEOM JETEMP . CHIST whers cid = #4ID
Cperation Code

m Each tab data operation should be listed as the associated operation on a field
descriptor of a result field of the tab parent operation.
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There must be one such field (with an associated tab data operation) for every tab. The
external name of the field will be the name of the tab as it is displayed to the user. It does
not matter whether the field is a derived field or a physical field; what's important is that
the field be selected as part of the tab parent operation, and that the field is listed in the



detail display columns (if the detail display columns are left blank then all fields are
displayed by default, so not specifying detail display columns will work as well).

Lisplay Cobmtmes § -
reqalts HAME, EALAHUE,
details HAWME, EALAHCE, C_HISTORY, C_SETTINGS,

C_CHARGES;

b

erties
oo DetadlDisplay{

tnrttor locationes:;  baatorRastife:; colCrd:;
colondfterLabel:;  coprURI:; delete:;
delete Text:; edit TTET:; grid:;
hsert:; sert fnd Copry:; fsert dpdtevr:; :J
Tcart Tawt - et TTRT: - Tahal nactifr -

So in summary, the operation type of the tab parent operation must be "Tabbed Operation,"
and the tab data operations are each associated operations which are associated with a
particular field of the tab parent.



Using Tabs

When using tabs in WOW, before the tab layout is displayed there must be a single tab
parent row. What this means is that, if the tab parent operation is run and results in
multiple rows, the tab layout is not displayed until the user has narrowed the results down
to a single row. This can be done either by altering the search criteria so that a single row is
returned, or by clicking on the detail view of one of the result rows.
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Tab Configuration

The Tabs property group allows you to configure tabs in several ways:

Default Tabs

Once a single tab parent row has been selected, WOW will display all the tabs associated
with that tab parent; however it will not automatically select a tab for the user. If you want
WOW to automatically select one of the tabs by default, you can specify this in the Tabs
properties group:

Tabs {

defaultTab: C_HISTORY;

by

The above property group instructs WOW to initially display the C_HISTORY tab. In our
example, this is the tab labeled "History." C_HISTORY is the internal name of the derived
field associated with the operation for retrieving the customer's history.

The defaultTab property is specified in the tabbed operation (not any of the tab data
operations).

Tab Fields

By default, any fields in the details of the tabbed operation which have associated
operations are rendered as tabs. However, in some cases you may have fields with
associated operations which are not tabs. You can use

the tabFieldsExclude and tabFields properties to control which fields are displayed as tabs:
Tabs {



defaultTab: C_HISTORY;
tabFields: FIELD1, FIELDZ2;

by

In the above property group, fields FIELD1 and FIELD2 will be the only fields rendered as

tabs, no matter how many other fields have association operations.
Tabs {

defaultTab: C_HISTORY;
tabFieldsExclude: FIELD_A, FIELD_B;
b

In the above property group, fields FIELD_A and FIELD_B will not be displayed as tabs,
even if the have associated operations. The tabFieldsExclude and tabFields properties are
always specified in the tabbed operation (not the tab data operations).

Tabs Per Line

If an operation has a large humber of tabs, WOW may need to use multiple lines on the
screen to display all of the tabs:

Call Center Account Credit Info Load Info Historny Comments Imvoice

Security Lights L'ocation Meter Auziliary Meter Transformer Service Orders

o El il Bl R S
A Load Month ¥ ik petered kwH ¥ H24 Monthly Charges ¥ =Ty Energy Charges ¥ 4k kW Billed ¥

{ 01s/017/2004 3250 $2.386.00 $2,385.07
J: 1170172003 29580 $604.00 $503.18
{ 1070172003 1000 $2.058.00 $2,057.20
J: O&/01f 2002 136654 $17.467.35 $17.467.38
{ 05/01/Z2002 523 $155.20 $60.90
J: 047012002 515 $114.00 $50.10
{ 0370172002 339 $114.00 $47.25
J: O&/01/Z001 Q4 $25.15 $25.15
{ 0z/01/Z2001 1403 $133.25 $133.28
J: 1z/01/2000 976 $100.85 $100.85

al
By default, WOW will display a maximum of 10 tabs on the same line. You can change the

maximum number of tabs on a single line with the maxTabsPerLine property:
Tabs {

maxTabsPerLine: 7;

b

The maxTabsPerLine property is specified in the tabbed operation, not the tab data
operations.

Automatic Tab View
As discussed in the previous section, when you run a tabbed operation you will only see the

tabbed layout when viewing a single row from the results. Normally, when your query
returns a single row WOW will take you directly to the tabbed view for that row instead of



displaying a list view containing a single row. However, this behavior can be overridden

setting theautomaticTabView property to false:
Tabs {

defaultTab: C_HISTORY;
maxTabsPerLine: 7;
automaticTabView: false;

b

In this case, after running a tabbed operation, the results will always be displayed in a list
view, even if there is only a single row to display. You can still click on the View Details link
(the magnifying glass) for any row to view that row in a tabbed view.

The automaticTabView property is specified in the tabbed operation, not the tab data
operations.

Allowing Tab Display

Sometimes, you may want the results of an operation to be displayed inside of a tab, but
the details of that operation to be displayed outside of a tab. Using the allowInTab property

you can specify exactly when an operation is allowed to be displayed in a tab:
Tabs {

allowInTab: results;

by

There are 4 settings for this property:
m always - Displays both the results and details in a tab.
m details - Only the details (not the results) should be displayed in a tab.
m never - Neither the details nor results should be displayed in a tab.
m results - Only the results (not the details) should be displayed in a tab.

Unlike all other properties in the Tabs property group, the allowInTab property must be
specified in the tab data operation, and not the tabbed operation.

Empty Tab Results

When a tabbed operation is run and there are no results, WOW can either display an empty
table of the results, or can leave the results section of the screen bHere is alank.

a1 Messages

There is no information available for the month/year you have selected
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Tear = ; 22 - i
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(no records exist)



a Messages

There is no information available for the month/year you have selected

Processing Month = ;Aug vi
Tear = 1 I - i

Search ;

The hideWhenEmpty property controls which method WOW uses to display empty tab
results. When hideWhenEmpty is true, WOW will not display any results; if it is false then an
empty Row Collection will be displayed. If the hideWhenEmpty property is not specified, it
defaults to the same value as the automaticTabView property.

You can also define a message to display to the user when there are no results using
the emptyMessage property.
Tabs {
hideWhenEmpty: true;
emptyMessage: There is no information available for the month/year that you have
selected;

b
Changing Tab Field Order

On each field descriptor there is a display order. Fields with the lowest display order will get
listed first.

The exact behavior is:
1. Find the field with the lowest display order.
2. Put that field and any other fields within the same field set together then get the next
lowest field set and display those.

NOTE: In the FD Manager, there is an operation on the left called "display properties" that
will allow you to set the display order and field set from an updateable table so you do not
have to go into each FD one at a time.

Hiding Search Parameters

There are times when you may want the search parameters for the Tab Parent operation to
only be displayed long enough to perform the search successfully. Using
thealwaysShowSearch property, you can specify whether the search parameters should
continue to be displayed (default behavior), or if they should be removed to provide more

space for displaying the results from the Tab Parent operation:
Tabs {

alwaysShowSearch: false;

by



There are 2 settings for this property:
m true - Always show the search parameters in the Tab Parent operation. This is the
default value if this property is omitted.
m false - Once the Tab Parent operation successfully shows a record (row), hide the
search parameters.

The alwaysShowSearch property is specified in the tabbed operation, not the tab data
operation.



Further Tab Customization

[PRO] This section describes advanced techniques for customizing the layout and
appearance of tabs, and is recommended for JSP programmers only.
WOW uses 5 JSP's to display a typical tabbed screen:
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Here is the same tab screen, overlayed with different colors to distinguish the different
JSP's:
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By replacing one or more of the WOW default JSP's with your own custom JSP's you can
completely control the manner in which tabs are displayed to the user. Each of the 5
different JSP's are discussed below:

m Parameters JSP (yellow overlay) - This JSP displays the parameters of the tabbed
operation to the user. If you want to use a JSP other than the WOW default, specify
your JSP in the "Parameters JSP" field of the tabbed operation.

m Results JSP (pink overlay) - This JSP displays the results of the tab data operation.
If you want to use a JSP other than the WOW default, specify your JSP in the "JSP
File" field of the tab data operation.

m Tab Parent JSP (blue overlay) - This JSP displays the contents of the tab parent
row. If you want to use a JSP other than the WOW default, specify your JSP in the
Tabs property group of the tabbed operation.

m Tab Headings JSP (green overlay) - This JSP displays the tab bar and labels. If
you want to use a JSP other than the WOW default, specify your JSP in the Tabs
property group of the tabbed operation:Tabs {

defaultTab: C_HISTORY;
tabParentJSP: /jsp/myTabParent.jsp;
tabHeadingsJSP: /jsp/myTabHeadings.jsp;}

m Tab Layout JSP (entire screen) - This JSP is responsible for positioning the four
other JSP's. Those four JSP's are all contained within the tab layout JSP. If you want
to use a JSP other than the WOW default, specify your tab layout JSP in the "Details
JSP" field in the tabbed operation.



Stored Procedures

A stored procedure consists of one or more SQL statements that have been precompiled on
a database system. All of the SQL examples in the above chapters are dynamic SQL
statements - no compilation takes place until they are run. For this reason, stored
procedures tend to perform better than dynamic SQL. This chapter will discuss how to call
stored procedures and display their results using WOW. Creating stored procedures is not
covered in this guide. For more information on creating stored procedures check your
database documentation.

Calling Basic Stored Procedures

The SQL for calling a stored procedure named MYSP located in the PLANETJTMP library is:
CALL PLANETJTMP.MYSP ()

To call this stored procedure and display the results it returns in WOW, simply place type
this SQL in the code section of an operation.

call planetjtmp.movyspl)
Operation Code:

NOTE: When calling MS SQL SERVER stored procedures, you may need to place the stored
procedure call within {}. For example: {call mySglServer.myStoredProc () }. Consult the
database documentation for details for each specific database being used.

When you run the operation, the results are displayed like a normal select statement:

(1 All Customers (Basic 8F)

SEKAMBS
m

Jo)=" g Paul Holm 2341
Jal= | 17 Hate Levis 4359
Ja)= | 77 Tustin Epstein 5350
D E| 10 John 413

Jo)=" | i1 Sally 343

Jal= | 12 Ech 182

jol= | 29 Tlagzy Sue 344

By default, when the results from a stored procedure call are displayed, they do not make
use of any field descriptors you have created. This is because the names of the actual tables
from which the results are read are not present in the SQL code that is entered in WOW;



the table names are contained inside the stored procedure code, which WOW does not have
access to.

In order to have your results use the field descriptors you have created, you must add a
StoredProcedure property group to the properties of the operation which calls the stored
procedure. In the tables property of the StoredProcedure property group, you should list the
names of the tables which are used in the query.

NOTE: This property group goes in the Properties section of the operation, NOT the
operation code!
For example:

StoredProcedure {

tables; planetj.customer, planetj.balancedta;

b

Once you do that, your results will then use the appropriate field descriptors when they are
displayed:

1 All Customers {Basic SF)

&EK A RS

.. =

Jo)=" 2 Paul Hol 2361
PE | 17 Hate Levis 4350
PE | 177 Justin Epstein 5359
Jo)=" | 10 John 413
jo)=" | 11 Sally 345
PE | 12 Eoh 742
PE | 29 Magzy Sue 344




Passing Parameters to Stored Procedures

Many stored procedures have input parameters whose values are used at runtime to
execute a query. To call a stored procedure and prompt the user at runtime to supply the
values for its parameters, you must identify which field descriptors to use when generating
the input prompts. For example, in the screenshot below the stored procedure is being
passed two parameters, the first will use field descriptor 1135 (this is the id of the desired
FD) to display the prompt to the user and the second will use field descriptor 1139.

call planetjtop.custhalbtw (7?1135, 7113539)
Operation Code:

NOTE: You cannot use a single question mark as a parameter in a stored procedure as you
can with other SQL statements.

Inserting, Updating, and Deleting

Some stored procedures do not return rows from the database for display; instead they
alter one or more database tables. To identify these types of stored procedures, you should
specify a value of false for the rowCollection property of the StoredProcedure property
group.

StoredProcedure {

tables: planetj.customer, planetj.balance;

rowCollection: false;

by

This lets WOW know that it should not attempt to display a collection of rows read from the
database as a result of calling the stored procedure.



Running Your Applications

Running SQL Queries and Operations

After creating the different operations as shown in the above chapters it's now time to run
the application. This section will assume that you have entered your user ID and password
and successfully logged on to WOW. The screen shot below is what the screen should look
like after a successful login. (You may have fewer applications, and they will be named
differently than the ones shown in the screen shot.)

PLANET] CORPORATION
Web Object Wizard

Development Tools Log 2ut  Help

T

A& Mame ¥ 4 Description ¥ A Connection ¥ AIDY

Core Temp Caontrols temperatue FavaDEY Preview £

Zore Testing Funs maintanence routines FavaDEY Preview £

Create Application Delete dpplication(s]

After you have successfully logged on with your user ID and password, select the
application you would like to run. Then click on the Step 4 button 'Run!' on the left side of
the screen. Alternatively, you can click the Preview Application link next to the application
you wish to run. In either case, a new browser window will open up and execute your
application. By default, your operations can be found in their respective display groups
under the drop down menu bar near the top of the window.




Customer Service
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Customer Balances Between
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Mew Customer

Celete By Balance

Lipdate By D

Each one of these links corresponds to a different operation. Your application may have
more or fewer operations listed. Notice the different Display Groups: “"SQL"”, “Stored
Procedures”, “Exe”; these different Display Groups were created by changing the "Display
Group" from "default" to a more descriptive nhame.

Clicking on a link will execute that link’s operation. Operations which query the database will
display their results directly on the screen. If your operations use runtime prompting, the
user will be prompted for the required values when the operation’s link is clicked. Below is a
screen shot of what a runtime prompt may look like:

SALARY >= | |




Running WOW Applications by URL

To run a WOW application directly, without going through the WOW builder you must first
know the ID of the application you wish to run. The application ID is located in the second-
to-last column on the "Applications" screen. For example, the applications in the screen shot
below have IDs of 0 and 1:

PLANET] CORPORATION
Web Object Wizard

Development Tools Log ©Qut  Help

d A Mame ¥ A Description ¥ A Connection ¥ AIDY

Core Temp Contrals temperatue FavaDEY Prewiew: /

Core Testing Funs maintanence routines FavADEW Prewview f

Create Application Delete Application(z]

To run an individual application (the 'Core Temp' application in this example) use the URL
shown below replacing 'planetjavainc' with the URL of WOW on your machine, and 0 with
the ID of the application you want to run:

http://www.planetjavainc.com/wow/runApp?id=269
This is the URL of WOW followed by "runApp?id=0". Make sure to capitalize the word App

but keep the word run in lowercase. The screen shot below shows the web browser after the
above URL has been entered in.

@ Back - \‘_’_)l @ @ { A ;j Search i:ﬁ Favorites

Address |@ hittp: f e, planetjayaine, comfwow/runfppfid=269

The URL does not have to be directly typed into a browser; you could also create a link to it
from another web page that users would click on to run the application. If your application
is in an application library you will need to append that onto the URL as well, as described
below:

Running Applications in Application Libraries

If you want to run an application which is in an application library other than the default
one, you must also specify the application library on the URL. You first take the application's
URL as defined above, and append the text:

& pj 1ib=<APPLIB>



where <APPLIB> is the name of the application library containing the application. For
example, if we wanted to run the application with ID 269 in the application library TEMPLIB,
the URL would be:

http://www.planetjavainc.com/wow/runApp?id=269& pj 1ib=TEMPLIB

Of course, you will have to replace planetjavainc with the URL of your web server. Note that
the above URL does not contain any spaces - just underscores. Keep in mind that it is
possible for two different applications to have the same application ID if they are in different
application libraries.



Directly Executing Operations

The normal way to execute an operation created with WOW is through an application. The
user clicks a link, taking them to the main page of an application and the available
operations for that application are then available from a left-hand TOC or a drop-down
menu (default). However, it is also possible to directly execute an operation without going
to any intermediate pages. To do this, you must first know the ID of the operation you are
going to execute. You can find an operation's ID by choosing to edit that operation, and
then scrolling to the 'Internal' section at the bottom of the page:

H Internal

Operation 1D Application

Once you know an operation's ID, you can directly execute that operation by going to a URL
similar to this one:

http://www.planetjavainc.com/wow/runApp?opid=3

The above URLs would directly execute operation 3 on the Planet] website. You should
replace "3" with the ID of the operation you want to directly execute, and
"www.planetjavainc.com" with the URL of your server.

NOTE: If you choose to directly execute an operation that is part of a secured application
you will have to sign on to that application before the operation is executed, unless you
have already signed onto that application.

Passing Parameters

You can also pass parameters to operations which are directly executed in one of two ways:
by name or by index. For example, say the operation with an ID of 10 has this code: SELECT
* FROM PJDATA.CUSTOMER WHERE NAME = ? and BALANCE = ?. To directly execute this
operation looking for customers whose name is John and whose balance is 400, you could
specify the parameters by name on the URL like this:

http://www.planetjavainc.com/runApp?0pid=10&BALANCE=400&NAME=John

You can simply list out the parameters using the "name=value" format, separated by
ampersands.
Alternatively, you could specify the parameters by index like this:

http://www.planetjavainc.com/runApp?opid=10& parml=Johné& parm2=400

NOTE: There are no spaces in the above URL, just underscores.

When specifying parameters by index you list them on the URL using the "_parm1l=valuel"
format, separated by ampersands (the first parameter has an index of 1). Specifying
parameters by index can be useful when two parameters in your operation have the same
name (e.g. SELECT * FROM PJDATA.CUSTOMER WHERE BALANCE > ? AND BALANCE < ?). If
you specify parameters by name, there is no way to give these two parameters (both
named BALANCE) different values.



WOW Security Protocols

Securing Applications

WOW contains multiple ways of securing applications, shown in the drop down below. When
creating or editing an application, you can choose which type of security it uses. All of the
security options are described below.

Basic

Hame [EC Teats Description |

Cormection” |EC =l Sign Om Type' | Local Users Omly i
Bitisl Operstion, | - Mome - =] Sign On Operation | Local Users Ordy or Opersting System Profile

Cperativgg Syctetn Profile
Persomal Corewection Pool
Ihsplay S0L Cperatico
Thgenmed Sigh On
| Tser List Sigx On

Local Users Only

When a user attempts to use an application, WOW examines the IP address of that user. If
the IP indicates that the user is on the local network (i.e. not connecting via the Internet)
the user is allowed to use the application. Otherwise the user is locked out and cannot use
the application.

Local Users Only or Operating System Profile

This sign on option allows local users (as described above) to access the application without
entering a user ID or password. Non-local users must enter a user ID and password
recognized by the underlying operating system (or database system) before using the
application.

Operating System Profile

This type of sign on can be useful to validate a user against an operating system (or more
specifically, a database system). This feature prompts the user for a user ID and password
that it validates against the database. Users with a valid database sign on will be allowed to
use your application - those who cannot sign onto the database will be locked out of the
application as well.

Many organizations choose to use Operating System Profile to secure their applications.
This presents the benefit that you do not have to create a whole new table to manage
users and their credentials; you can simply utilize your database’s existing user profiles.
However, in some cases, you may want to also secure specific operations or fields within
your application. In this case, you can use Operating System Profile to secure the
application and then SQL Authorization operations to secure individual operations and fields.
See chapter 19.5 for more information on using SQL Authorization operations.



NOTE: When WOW performs Operating System authentication, it stores the Userid of a
successful sign-on in the user sign-on row in the session. This userid can now be accessed
from any WOW SQL statements using the following row parameter: ???USERID

For example:
SELECT * FROM library.table WHERE user = ???USERID

This statement would return all records in the specified table that have a “user” value that
matches the "USERID” used to sign into the application.

Personal Connection Pool

The Personal Connection Pool sign on validates a user ID and password against the
database, much like the Operating System Profile sign on. However, when an application
uses the Personal Connection Pool sign on method, all database accesses by that application
will be tied to the profile of whichever user has signed onto the application and requested
that database access. All other sign on methods use a shared pool of database connections
when accessing the database - this can significantly improve performance but means that
the database cannot determine which particular user is accessing it, only which application
is doing the access. This sign on type should be selected when the database needs to know
which user is accessing it.

Operating System Profile Plus Operation

The Operating System Profile Plus Operation sign on is almost identical to an Operating
System Profile sign on, with the exception that after the user is authenticated against the
operating system or database, an SQL operation is run to retrieve a property Row.

Steps for configuring Operating System Plus Operation Authentication

1) Within the application, create an operation of type Authentication. Set the Operation
Code to the SQL that will be used to retrieve the desired properties Row. Use a built-in
parameter such as ???USERID (the user ID used to sign onto the application) to filter the
results returned from the operation so they correspond with the user signing on:

' Basic

Label Authertication for Properties Row @ Title
Operation Type @ Description

SELECT * FROM DJDATA.EMPLOYEE where USERID = ?27USERID

Operation Code



2) Edit the application and change the following:
e Sign On Type = Operating System Plus Operation Sign On
e Sign On Operation = the operation from step 1.

Sign On Type Operating System Plus Operation Sign On - @
Sign On Operation Authertication for Properties Row -

HTTP Referrer

You can use the HTTP Referrer sign on to allow only users coming from a certain web page
into your application. This can be useful when combining an existing web site with WOW -
when the user arrives at a WOW application from a page on the existing web application you
may not want to force the user to sign on again. It is possible, though unlikely, that
someone with an understanding of the HTTP protocol could trick WOW into thinking they
came from a particular page.

To use HTTP Referrer sign on, you must first create an operation of type “Referrer
Authorization”. In the operation code list the comma separated URL prefixes of permitted
referrers. For example, if your operation looked like this:

Basic
Lahel® IRJaf'erer test Title
. * . . s
Ciperation Tipe | Referer Anthorization =l Description
hittp:fheranar planetjavaine coml
e ryowtaebpage comltest
Crperation Code

Users coming from the following pages would be granted access to your application:
http://www.planetjavainc.com

http://www.planetjavainc.com/wow

http://www.myownwebpage.com/test

Users coming from http://www.myownwebpage.com would not be given access.



http://www.myownwebpage.com/
http://www.myownwebpage.com/
http://www.myownwebpage.com/
http://www.myownwebpage.com/
http://www.myownwebpage.com/
http://www.myownwebpage.com/
http://www.myownwebpage.com/
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.myownwebpage.com/test
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/wow
http://www.planetjavainc.com/
http://www.planetjavainc.com/
http://www.planetjavainc.com/
http://www.planetjavainc.com/
http://www.planetjavainc.com/
http://www.planetjavainc.com/
http://www.planetjavainc.com/

SQL Operation

This type of authentication allows for a very versatile way to secure the sign-on of an
application. SQL Operation sign on is the most powerful type of application sign on. It
allows for a couple additional features to be used; Securing Operations (as described later in
this chapter) and using user properties as parameters in other operations.

SQL Operation sign on requires that the given application contains an authentication
operation. An authentication operation is a regular SQL Operation that has a different type
(authentication) to denote that it should be used for sign on authentication. This allows any
number of values to be retrieved as user properties, as well as allowing authentication
against any data in the database. See the two examples below for more details.

SQL Operation sign on example 1:

To properly setup an Application with a Sign On Type of SQL Operation, the user must
specify this setting while editing an Application. Once this is set, the user creates the SQL
Operation that will be used to authenticate the Sign On. To do this, create an SQL
Operation for the Application and set the required property of Operation Type to
Authentication.

' Basic
| abel - User Authentication Title:
Operation Type v Description: Authenticates the User
SELECT * FROM planetij.user where urnams = ? and urpassword = 7
Operation Code:
Instructions: Application: View Application

The user must specify the SQL Query that contains the field or fields to be authenticated
against. Save this information with the Operation and run the Application. A screen should
appear that presents TextFields for the fields specified in the query and a “Login” button.

URNAME
URPASSWORD

—

The order of the fields presented on the screen is determined by the order of the fields in
the SQL Operation. In order to provide nicer values for the labels on the TextFields, be sure
to specify the external name in the Field Data for that file.



When the login button is pressed, the authentication operation is run using the values the
user supplied. If the operation returns any rows from the database, the sign on is
successful. If no rows are returned, the sign on fails.

SQL Operation sigh onexample 2:

This example is the same as example 1, but the SQL is different to give a more clear
explanation of how user properties and sign on fields are generated. In this example, we
will also authentic against the same table as the first example, but we will change our SQL.
This time, we will authenticate against the user name, user password, and last name
columns of the table.

Basic

Label™ |App|i|::ati|:|n Sign On Title: I

Operation Type” | Authentication -l Description: [futhenticates the User
select urfirsthame, urlastname, Urhsame, urseclevel from planeti.user

Dpera’[ion Zode; |vhere urname = ? and urpassword = ? and urlastname = 7

Here is the sign on page:

Name = I

Password

Last WName

You'll notice that this example selects certain fields from the user table. These fields may
then be used by other operations as parameters. For example, the query

SELECT * FROM PLANETJ.CUST DATA WHERE F NAME = ???URFIRSTNAME

would select from the CUST_DATA table where the F_NAME field contains the same value as
the URFIRSTNAME field in the current user’s row of the USER table. (See section 10.1 for
more information on user parameters.) In addition, the urseclevel field selected has a
usage id (see Appendix A) set to denote that it's a security level field. This means that the
application could contain operations that are secured by level and each user signing in
would have a security level (see the next section for more information on security levels).

Multiple Sign On Operations

Most applications which use SQL for signing on do so in a single operation. However, it is
possible to use multiple operations for a single sign on. For example, on the first screen
you may want to have the user enter in his or her ID and check that against the list of
authorized users before presenting the user with a second page for entering in a password.

To configure your application to use two sign on operations (as in the above example) follow
these three steps:



1. Define both of your operations normally. Be sure to set their operation type to
Authentication. This is a screenshot of the first operation (for checking the user’s

name):
Basic
Libel” [ Logi rimay) Tite I_
Opersion Type | duthentication =l Desaptim [Prenepts fr

SELECT *FEOM PEMILL.CSPCM where TTSERID = ¢

This is the second sign on operation (for verifying a user’s password):

Pasic
Label® [Pin Login (econday) Title —
Operstion Type | Athentication =l Descripticn [Promspts for the 1
SELECT *FROM PEMILL.CSFCh where FASSWD = § and USERID =
+HUTSERID

Notice that this operation refers to data returned by the first operation with the double
question mark syntax (??USERID). This is necessary because we need to check not only
that the password is valid, but that it is valid for the particular user ID obtained from the
first operation

2. In the second sign on operation, the first sign on operation must be identified as the
parent operation. This lets WOW know that after running the first operation, the sign
on isn't complete until the second operation is run as well.

Advranued
Cormection Alise | -- Home -- - Foar Conmed IE
Faww Coll. Cliss | Fovw Class N
Parstmeters TSP I Cacking Lwel* E
ol e :
TEP File I lans _I Dietails TSP

w1 T

Durert Operstion | I Login (Primary) = | Depends On

3. Finally, the application’s sign on type should be set to SQL Operation, and the primary
(first) sign on operation specified. Now the application is set up to use multiple sign
on operations.



Basit
Hame [remo Descripting, [Deme spplicarion
Cormection IPEPPERMIII.L =1 Sign On Type' | SOL Operation |
Buitial Operstion. | Welcome - Sign On Operstion | I Login (Primary) = |
Unsecured

This type of sign on is useful for applications showing public information. It is just as it
says; unsecured, meaning the application does not require any type of authentication in
order to view the application and its operations.

User List Authentication Operation

An application can be secured by creating a User List Authentication Operation which is
defined by a comma separated list of user names and passwords. When the user logs on to
an application with list based security they are prompted for their user name and password.
This is a useful option when the WOW developer wants to quickly implement application
level security for a small group of users without having set up table or user profile based
security.

@ User Sign In

TserId

Pasgword

Here is an example of a user list authentication operation:

Basic
Lahel" User Auth List Application Test Title Tzer Auth List Application Test
Operation Type” | User Authentication List v Deescription Uszer Auth List Application Test
uset, password, user 2, password_ 2|
Oiperation Code
Instructions

The user name and password are separated by a comma. The name password pairs are
separated by a semi-colon.

After the authentication operation has been created it is assigned to the application.



Basic

Harne* |T_Tser Authentication Test | Drescription |T_Tser Suthentication Test

Connection” | Authentication Test | Sign On Type’ | Tzer List Sign On

Initial Operation | -- Mone -- v | Sign OnOperation | User Auth List Application Test
-- Maone --

Uzer Auth List Application Test

LDAP [Minimum Version: WOW 7.0]

[EE] The LDAP sign on validates a user ID and password against an existing LDAP server.
Using LDAP allows the user ID and password to be centrally located. The user signs in to
the application with their LDAP sign-on (user ID and password). WOW utilizes the LDAP
credentials provided by the user and contacts LDAP to verify authentication. This
authentication option requires that the existing LDAP system be accessible from the WOW
server.

NOTICE: Because each LDAP configuration may be unique, it is not guaranteed that the
default WOW implementation will be compatible with your environment. Custom Java

development may be required that is not part of standard WOW product support.
Customization can be done by WOW consultants.

Steps for configuring LDAP Authentication

1) Create a Referrer Operation:

To use the LDAP sign on, you must first create an operation of type “Referrer
Authorization”. In the operation code, specify the LDAP connection URL.

 Basic

Label d Operation Type Referer Authonization -

Description

ldap://myldapserver.mycoempany.com: £36, uid=7USERNAME , cu=pecple, c=mycompany

Operation Code

You will need to contact your LDAP administrator for the specifics of your LDAP server, but
here is a basic break down of the LDAP connection URL:

ldap://ldapip:636,uid=??USERNAME, ou=people, o=mycompany



e Idap:// - required URL prefix.

Idapip - the host or ip address of the LDAP service directory

e 636 - the LDAP port to use. Generally port 389 is the default for unsecured (user ID
and password are visible) and port 636 is the default for secured (SSL). Port
unsecured port should only be used for initial testing. Enabling the use of SSL will be
explained later.

e uid=??USERNAME - provides the user ID to the LDAP server. WOW will replace
the ??USERNAME parameter with the user ID specified on the signon screen.

e Base information -Authenticating for individual people (e.g.
"ou=people, o=mycompany")

2) Configure the Application:

Next configure the application to use the LDAP sign on. Change the Sign On Type to “LDAP
Sign On”. Then change Sign On Operation to the LDAP sign on operation (Referer
Authorization) created in the previous step.

® Basic

Name LDAP igpicator] @ Description I

Connection LCAL MYSQL - K Sign On Type LDAP Sign On -
Initial Operation k] Sign On Operation LDAP Signon - 4

Testing Without SSL:

By default, WOW tries to use SSL when authenticating with LDAP. For initial testing, it is
recommended to test without SSL first to ensure that the configuration is correct. To disable
LDAP:

e Use the non-secure port in the LDAP URL, usually 389.

e In the application's properties, include the following:
LDAP{ssl:false;}

Enabling SSL:
To enable the use of SSL for LDAP authentication:

1) Install the required certification files on your WOW server.

e Contact your LDAP administrator and acquire the necessary certificate files needed for
your server.

e Determine the Java location used by Tomcat (if needed, run Monitor Tomcat =>
Configure).

e Copy those certificate files to Java's security folder: ~C:\Program
Files\Java\jre6\lib\security

e Run Window's Command Prompt



e (From the command prompt) change the current directory to correspond to Java's
security folder:
cd “C:\Program Files\Java\jre6\lib\security”
e (From the command prompt) For each certificate file, run the keytool command to
import the file:
“C:\Program Files\Java\jre6/bin/keytool” -import -trustcacerts -alias
certfilel -file certfilel.crt -keystore ./cacerts -storepass changeit
e (From the command prompt) If more than 1 certificate file, repeat the above step for
each additional file, changing the changing the alias and file parameters.
e Restart Tomcat (application restart will not work).

2) Change the port in the LDAP URL to the SSL port (default is 636).

Restricting Group Access to an Application

You can limit which users can sign into an application by designating a specific LDAP group
or list of groups. To designate specific groups, edit the application. In the application
properties, if the "LDAP” property group does not already exist, you'll need to add it.

Configure Group Search Properties

First you'll need to add search configuration properties for groups for your LDAP system
(used to search for/extract groups from the LDAP system). If needed, contact your LDAP
administrator for the correct configuration values:

e groupSearchBase - The search base to use for LDAP groups. E.g.
"ou=people,o=mycompany". This parameter must be specified for group extraction.

e groupKey - The group attribute key. The default is "groupMembership".

e groupOrgUnit - The Group Organizational Unit. E.g. “ou=groups,o= mycompany "

LDAP{ groupSearchBase: ou=people,o=mycompany;
groupKey: groupMembership; groupOrgUnit: ou=groups, o= mycompany;

}

Add Group Properties

Next, to designate the groups to restrict access to the application, add the “groups”
property.

LDAP{ groupSearchBase: ou=people,o=mycompany;

groupKey: groupMembership; groupOrgUnit: ou=groups, o= mycompany;
groups:groupl,group?;

}

If more than one group is to have access, separate them with commas. The list of groups a
user belongs to will be cross checked against the list of groups specified for the groups
property above.



LDAP {} Property Group:

The LDAP property group should be specified in the application's properties and allows you
to alter some of the LDAP configuration:

Property Value Description

ssl TRUE | FALSE Should WOW use SSL when
contacting LDAP? The
default is true.

authentication simple | none | | Contact your LDAP
strong administrator for the correct
setting. The default is
simple.
groupSearchBase | search base The search base to use for
string LDAP groups. E.g.

"ou=people,o=mycompany".
This parameter must be
specified for group
extraction.

groupKey group key string | The group attribute key.
The default is
"groupMembership".

sqlOperation integer value The ID of the authentication
or SQL operation. Used with
LDAP plus Operation.

groupOrgUnit organizational The Group Organizational
unit string Unit. E.g. “ou=groups,o=
mycompany "
groups list of group A list of comma separated
names LDAP group names to

restrict access to.

NOTE: When WOW performs LDAP authentication, LDAP user profile information is stored in
the user's sign-on row in their browser session. This information will be referred to later as
the LDAP signon row. These profile attributes can now be accessed from any WOW SQL
statements using a sign-on row parameter (“???” + property-name). For example, if an
LDAP property ID is "MAIL", then an operation's SQL might look like the following:

SELECT * FROM MYSCHEMA.MYTABLE WHERE emailfld = ???MAIL

Available property field names can be viewed from WOW's user tools (visible when
application launched from WOW builder) by clicking on the “User Info” link.

LDAP Plus Operation[Minimum Version: WOW 7.0]



[EE] The LDAP Plus Operation sign on is almost identical to an LDAP sign on, with the
exception that after the user is authenticated against LDAP, an SQL operation is run to
retrieve a property Row.

Steps for configuring LDAP Plus Operation Authentication

1) Follow the steps defined for LDAP authentication, with the exception that Sign On Type =
LDAP Plus Operation Sign On (step: Configure the Application).

Sign On Type LDAP Plus Operation Sign On - 2

Sign On Operation LDAP Sigron  ~ [

2) Within the LDAP application, create an operation of type Authentication. Set the
Operation Code to the SQL that will be used to retrieve the desired properties Row. Use a
built-in parameter, such as ???USERID (the user ID used to sign onto the application) or
any fields from the LDAP signon row (prefaced with "???", e.g ???USER), to filter the results
returned from the operation so they correspond with the user signing on:

& Basic

Label LDAP Authentication @ Title LDAP Authertication
Operation Type @ Description For LDAP plus Operation

SELECT * FRCOM EJDATA.EMPLOYEE where USERID = ?22USERID

Operation Code

Optionally, the Authentication operation can exist in another application (or application set
to shared, where the application ID = None or -1) or be set to type SQL Operation. In this
case, you will need to use the sq/Operation property to specify the operation ID. For
example, if the operation ID of the Authentication/SQL operation is 1025, then include
the following property in the LDAP property group:

sqlOperation:1025;

User Groups [Minimum Version: WOW 7.0]



[EE] User groups can be used to secure applications, operations and fields. A user can be
assigned to one or more groups, and the groups represent a certain level of authorization.
WOW supports the follow types of User Groups:

LDAP Signon - When using an LDAP type signon, all groups a user belongs to are
automatically gathered when the user signs in and the LDAP server is contacted for
signin authorization. That group list is then retained as part of the user's session and
can then later be used by WOW to see if the user is authorized to an application,
operation or field. See LDAP [Minimum Version: WOW 7.0] for more details on
configuring an LDAP signon for groups.

SQL Operation Signon - When defining an SQL Operation Signon, if one of the fields
retrieved by the operation has a usage ID = -135, the string value will be parsed
(comma separated) for one or more user group names. That group name list is
retained as part of the user's session and can then later be used by WOW to see if the
user is authorized to an application, operation or field.

Once you have your application configured to keep track of a user's groups, follow the
instructions below for User Group Authorization List.
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Securing Operations

[PRO] WOW has a powerful security feature that can be set from within each individual
operation. The security measures within the operations are used to allow only certain users
with a specific security level to view operations. Every user (anonymous or otherwise) by
default has a security level of zero, unless otherwise specified. WOW uses a simple number
scheme to control which users can view certain operations within a specific WOW
Application. When an operation is set to a security level of 0, all users will have access to
that operation. When an operation is set to another security level, only users with security
level equal to or higher than the operation’s security level will have access to that
operation. An operation’s security level can be set in that operation’s detail screen. The
Security options are found under the Administration section as show in the screen shot
below:

Administration

Security Type: |Leve| Security - | Security Lewel: IIII vI
Auto Run Op |—Nune— "I

Security Settings
Security Type: The Security type is where you set the initial security level. Security Type

has two available settings. Level Security is the most powerful of the settings. It uses a
numbering scheme to allow access to specific operations.
Level Security - This is the most the most powerful of the security settings that are
available within WOW. When Security Type is set to Level Security it allows the
application builder to give Operations a specific number which determines which users
have access to that Operation.
Operation Security - This security setting allows a very versatile way to secure
operations. When Security Type is set to Operation Security, it allows the application
builder the flexibility to utilize any file. The Operation Security setting requires that the
Execute Authority Operation be set to a User Authorization operation.
See section Securing Fields and Operations with User Authorization Operations for more
details.
Unsecured - An unsecured Operation has no security measures. This means that
anyone who uses WOW can use that Operation. This is similar to a security level of 0
when using the Level Security Feature. An unsecured SQL Operation can be viewed by
anyone with access to that application.
Secured Operation Example
This example is can also be found under the “Level Based Security” application provided
with the sample applications. This example assumes an application has already been
created and has its sign on type set to SQL Operation.

First, we need to create an Authentication Operation to use for authenticating users. Follow
steps provided previous in the chapter on how to create an authentication operation. For
this example, the Authentication’s Operation SQL will be:

select seclevel from planetj.user where email = ? and password = ?
This sign on Operation will validate the email and password given by a user and if valid,
store that user’s urseclevel Field’s value as a user property. Listed below are some of the
Fields and values that can be found in the planetj.user table. There are actually more
columns than these, but we only need three for this example.



URNAME URPASSWORD URSECLEVEL
joepublic j949 0
peterpoweruser trustnol 6

You'll notice that Joe Public has a security level of 0 and Peter Poweruser has a security

level of 6. This value will be stored as a user property when each of them sign in to the
application.

Next, we create another operation, this time just a regular SQL Operation. Its operation

code can be set to:
select * from planetj.emp

This operation should also be secured. To do this, set the operation’s security type to Level
Security, along with a level of 2.

Administration

Security Type: ILEVE| Sec:urityj Security L evel™ IE vI
Auto Eun Op.: I—Nn:une— "I

Now when the two users sign on, neither will be able to see this operation. Peter Poweruser
has a security level of 6, so why can’t he see it? There’s one more step that needs to be
done. The SecLevel Field is being stored as a user property, but in order for the security
feature utilizing Level Based Security to pick it up, the SecLevel’s FieldDescriptor needs to
have its usage id set to -160. This usage id value denotes a Security Level Field.

Now when Peter Poweruser signs in, he will be allowed to see the Operation for view
employees, where as Joe Public still cannot see it because his security level field value is not
greater than or equal to the Operation’s security level.

Optional Sign On

In some scenarios, you may have an application with certain operations that anyone can
use and other operations to which only certain users have access. In this case, you may
want to let users access your application without signing on, as long as they limit
themselves to the operations available to everyone. To allow users to access the application
without signing on, but still allow them to sign on if they want to, check the “Optional Sign
On” checkbox in the application details screen:

Advanced
Subclass: | JSP File: |
Optional Sign on k¥ Auto Run Status || —Choose— =}

When a user starts an application whose sign on is optional, they are presented with a
screen similar to this one (the operations will vary depending on the application):



Application Laun

Welcome

Optional Access

@ Query Parameters
Balance = I

Search |

Email

[
Passmarord -

» LOGIN I

,II'I [

Employes P

There is a sign on area in the top left of the screen which the user can use if he or she
wants to sign on. If the user does not sign on, then that user has a security level of 0, and
only has access to operations which also have a security level of 0. Once signed on, the
user has a security level determined by the userid used to sign on, and will have access to
all operations with a security level equal to or less than the user’s security level.

NOTE: Optional Sign On is only supported when the sign on type is SQL Operation.



Table Authorization

[EE] WOW allows you to control access to the tables used by your application. By default all
users are permitted to access a table in any way your operations allow. In order to restrict
the ways in which users are allowed to access a table you create a user authorization
operation and then specify that operation in a table descriptor, as described below.

Using Table Authorization

In this example, we will restrict the users who are allowed to delete from our table. It is also
possible to restrict the users who may read, update, insert into, or alter a particular table.
Here is the result of selecting rows from our table, before we restrict deletes.

User Id = I
=earch I
REEXHE S
htustomerId ¥ Havsertd ¥ B4 palance ¥

SEEaX 1 Arny 120
,X 2 Bradly 250
~ = EE 3 Chuck 25
;x 4 Craynica 2327
/ x 3 Evelun 129
,".' = EE & Frank -&0
/ X 7 Gipper SEE
PE EE g Helga -5

The first step is to create a user authorization operation. This operation will return a list of
the users who have authority to delete from the table. (User authorization operations are
covered in more detail earlier in this chapter.) This is what our user authorization operation
looks like:

Lakel |Sanple User forthoriztion Operstion Type | User othorission Operstion x|

celect 1mhatte  frorn piusendl aser where 1reecleve] = 5

The SQL in the operation may use the "??TABLE_NAME" parameter to refer to the table
whose authority is being checked. This allows a single user authorization operation to be
used by multiple tables.

This user authorization operation must now be specified in the table's table descriptor. To
locate the table descriptor, open up Field Descriptor Manager, and go to the FDs for that
table. (See the Field Descriptors Chapter for more information on Field Descriptor



Manager.) The table descriptor will have the same name as the table, except it will be
prefixed with a tilde (~). In our example, we are working with the CUSTOMER table, so the
table descriptor is named "~CUSTOMER".

A Field Mame ¥ 4 External Mame ¥
BB X O |123154 ~CUSTOMER CLUSTOMER
=By X [] |1 23155 BALAMCE Balance
B X O I'I 23156 ID Customer D

Edit the table descriptor, and in the Authorization Settings section, look for the Delete
Authorization Operation field. Set the value of this field to the user authorization operation
created earlier. (To restrict reads, updates, inserts, or alters set the authorization operation
in the appropriate field.)

# Advanced Settings

Tahle Class ° Field Descriptor Type Table Desc

t Authorization Settings

Fead Authorization Operation - Maone - Lipdate Autharization Operation

Insert Authorization Operation - Maone - Delete Authorization Operation Sample st

Now, any operation which attempts to access the CUSTOMER table will prevent
unauthorized users from deleting rows from the table. Note that the table descriptor is
associated with a particular connection alias, so the security restrictions will only apply
when the table is accessed using this connection.

If signing on as a user without authority to delete from the table, select rows from the table
will not be displayed.



User Id = I
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Securing Fields and Operations with User Authorization
Operations

Overview

[PRO] User authorization operations give the developer the ability to restrict a user from
viewing and/or editing any fields or operations based on sign on.
Four types of Authorization Operations are available.

e User Authorization List Operation

e User Authorization (SQL) Operation

e User Group Authorization List Operation

e User Group Authorization (SQL) Operation

within secure applications
The field/operation being secured must exist within a secure application that requires a sign

on.
If the user has not signed on to the application or the application does not require a sign on
then authorization will fail and the user will not have access to the field/operation.

User Authorization List

This type of operation holds a static list of user names that is defined when the
authorization operation is created.

The list of user names cannot be changed except by changing the authorization operation
itself.

This is authorization operation is useful when a small number of users will have restricted
access to certain fields and/or operations.

Creating User Authorization List

This is the screen where the application builder creates the User Authorization List
Operation. Each relevant setting is described below.

B Basic

Label Sample User Authorization List @ Operation Type User Authorization List N @

Operation Code

] Databasse Explorer




Basic
Operation Type - User Authorization List
Operation Code - A static list of comma separated names

User Authorization Operation
This type of operation uses SQL to retrieve a list of users (user ID's) that are authorized to

use an operation or field. The list of user names is dynamically generated, which provides
greater flexibility.

Creating User Authorization Operation
This is the screen where the wow builder creates the User Authorization Operation. Each

relevant setting is described below:

& Basic

Label Sample User Authbrization Operation @ Operation Type User Authorization Operation o @
Description View a sample database of employees. @

SELECT ugerid FROM gylib . user table

Operation Code

0 Databass Explorer

Basic
Operation Type - User Authorization Operation
Operation Code - SQL used to retrieve a list of the desired user names (user ID's).

User Group Authorization List

This type of operation holds a static list of group names that are defined when the
authorization operation is created.

The list of group names cannot be changed except by changing the authorization operation
itself.

This authorization operation is useful when a small number of user groups will have
restricted access to certain fields and/or operations.

Creating User Group Authorization List

This is the screen where the wow builder creates the User group Authorization List
Operation. Each relevant setting is described below.



H Basic

Label Sample User Group Auth List| @ Operation Type User Group Authorization List N @

groupl, groupZ, group3

Operation Code

1 Database Explarer

Basic
Operation Type - User Group Authorization List
Operation Code - A static list of comma separated group names

User Group Authorization Operation
This type of operation uses SQL to retrieve a list of group names that are authorized to use
an operation or field. The list of group names is dynamically generated, which provides

greater flexibility.

Creating User Group Authorization Operation
This is the screen where the wow builder creates the User Group Authorization operation.
Each relevant setting is described below:

¥ Basic

Label Sample User Group Auth Operation| @ Operation Type User Group Authorization Operation @

Select group Ifrom mylik-greuetshle

Operation Code

@ Database Explorer

Basic
Operation Type - User Group Authorization Operation
Operation Code - SQL used to retrieve a list of the desired group names.



Field Level Authorization

[PRO] Access to a field may be restricted in two ways.
1. Authorization to Read- Authorized users has access to view the field but not
necessarily edit the field.
2. Authorization to Edit- Authorized users has access to edit the field. This applies
only if the field is visible to them.
A field may be secured for Read or Edit by either type of authorization operation.
Both types of access can be used together to provide field security that may be:
e Visible/Editable by a group of users while hidden from another group.
e Visible/Editable by a group of users while Visible/Not Editable to another group.
e Visible/Not Editable by a group of users while Not Visible from another group.

Assigning an Authorization Operation to a Field

A Field Descriptor should already have been created for the field that requires the
authorization operation.

In the field descriptor:

This is the screen where the application builder sets the Authorization Operation on the Field
to be secured. Each relevant setting is described below.

Authorization Settings
L

Read Autharization 3 Edit Autharization

Operation: —MNone - Operation: —None -

—None —_
Flanet) - S0OL Authorization
Flanet - Authorization List

Authorization Settings

All Authorization Operations defined for the current application should appear in the drop
down selection.

Read Authorization Operation - Only users returned by the Authorization Operation will
have access to view this field. If no operation is selected all users with be authorized to
view this field.

Edit Authorization Operation - Only users returned by the Authorization Operation will
have access to edit this field. If no operation is selected all users with be authorized to edit
this field.

Both User Authorization List Operations and User Authorization Operations apply.

Assigning Authorization Operation to an SQL Operation

Current Application - Edit Operation

This is the screen where the application builder sets the Authorization Operation on the SQL
Operation to be secured. Each relevant setting is described below.



Administration

Security Type: | [SISEIN[SURSTEISTENY v Security Level: 0 v
Auto Run Op.:  |—None— ¥ Execute Authority Operation: —MNone —

Flanet - S0L Authoriza
Planetd - Authorization L

Administration
Security Type-Operation Security
Execute Authority Operation - All Authorization Operations defined for the current

application should appear in the drop down selection. If no operation is selected all users
with be authorized to execute this operation.

Both User Authorization List Operations and User Authorization Operations apply.



Deploying Applications

Once an application has been built, it is ready to be run by users. A WOW application can be
run by any user on your network or Internet/Intranet/Extranet. WOW applications can be
run by specifying a URL in the form: http://yourIP/wow64/run?id=x where yourIP is the
TCP/IP address of the WOW server and x is the WOW application ID. The IP can be found by
opening a DOS window on the WOW server and issuing an IPCONFIG command as shown
below:

] Command Prompt

Microzsoft Windows 20 [Uersion 5.80.21951
CC» Copyright 1785-2808 Microsoft Corp.

C:xDocuments and Settings“Adminisztrator>ipconfig

Windows 2880 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address. . . . . . . 192 . 168_08.2
Subnet Mask . . . . . 255 25525508
Default Gateway . . . . 122 168 _68.1

C:xDocuments and SettingssAdministratorX_

In this example, WOW applications can be run using:
http://192.168.0.2/wow64/run?id=0

where 0 is the WOW application ID which is found in the Application menu in the WOW
Builder. Each new WOW application gets the next sequential humber.

NOTE: Tomcat and WOW install by default on port 8080 which would require a URL such as:
http://192.168.0.2:8080/wow64/run?id=0.

Tomcats port can be configured in the default Tomcat directly (.../config/server.xml). See
Tomcat documentation for details.
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WOW Utilities

WOW is packaged with a set of utilities that helps the application builders manage different
aspects of WOW. The three utilities included will help you manage different user accounts,
theme management, and keyed possible values management. Themes are discussed in

more depth later in this

Users

guide.




The Users drop-down menu in WOW Utilities contains two operations, Add Users and View
Users. User accounts are used for security purposes within WOW. If an application’s security
type is set to "SQL Operation”, then the email address and password will be used to enter
these ‘secure’ applications.

’lll|

SETS

Add User

Add Themes

Viear Themes

Keved Possihle Values

yed PV

Sign OfF

\IIH

Add User

Adding a new user is a very straight-forward process. Simply click on the Add User
Operation like shown in the screen shot above to set-up a new user. The screenshot below
shows an example of the Add User Operation.




Fields marked with an asterisk (*) are required.

Insert | Canicel |

Securitsy Inforrnation

Email &ddress *:I Password® :I

Secutity I_mrel*:l 0 "I

Tzer Informmation

First Marne: Last Na.mﬂ:l

Insert | Cancel |
Security Information

User Name - This is the user name that will be used to sign on to secure operations within
WOW.

Password - This is the password that will be used in conjunction with the User Account
being created.

Security Level- This is the security level available for the user. Security levels were
discussed in detail earlier.

User Information
First Name - This is the first name of the user account being created.
Last Name - This is the last nhame of the user account being created.

Additional Properties
Theme - ###

View User

The View User screen simply displays the user accounts that have already been created
within WOW. The screen shot below will be very similar to the screen displayed after
initially signing on to the WOW Utilities.

The View User screen simply displays the user accounts that have already been created
within WOW. The screen shot below will be very similar to the screen displayed after
initially signing on to the WOW Utilities.



EEY
hMessages

You have successfully signed on.
&

Email Address First Mame Last Name
f"':fi'i Thems O BB K| adwin@planetjsvaine com A dministrstor Flanet]
e T P = X jchesten@planetjaraine corm Jon Chester

SO BB X joe_public@planetjzvaing.com Toe Public
4dd Keved DY S EE X level@planetjmvaine com level2 lesel2
View Keyed FV's SO EBE X levelS@planetjzvaine cor lewvelS lewvelS

S BB X level?@planetjavaine com level? lewvel?
Sign Off PEBR X lvel@plmetavane com leveld level?
\“ Bl P BB X peter powerisen@planetjavaine cora Peter Powreruser
SO BBy X support@apexcom Lypex Lyvrard
S BBy X support@wahashnational com Support Wabash



Themes

Themes are the look and feel applied to your WOW Applications. The Themes section of
the WOW utilities contains two operations. Add Themes and View Themes.

Add Theme

Theme properties are contained within specific CSS files. This Chapter will not explain the
process of creating a theme, when adding a theme WOW assumes the CSS file has already
been created and it simply needs to be added to the list of available themes. The
screenshot below shows the Add Theme operation screen. After adding the relevant
information simply hit the insert button to add the new theme.

Fields raarked with an asterisk (*) are reguived.

Ihsett r Caticel n

CSS File|

Descriptic'n:l

Insert | Cancel |

CSS File -This is the location of the CSS file that contains the properties for the newly
created theme. The location of the file will differ according to where and how you installed
WOW on your system.

Description -This is simply a description of the newly created theme.

Properties - ###

View Theme

The View Theme operation is similar to the View User operation described earlier in this
Chapter. This operation simply lists the themes that have been previously created. The
screenshot below shows an example of the View Theme operation, listing all of the themes
available within your copy of WOW.

&

Description C55 File
S BBy K| Blhe light Idataenginelthemesize hase/ossizelbaselt .cos
BBy X Celbase - Blue idatarnginelthemesloe haselcssigelhase css
BBy X Liteup - Brown fdataengineltheraealliteup/oss/liteng css
S B8 X| Brown light idatarnginesthemes/litenpless/litenplt css
O EBx X|  BlackBlue idataengine/themeshlackblue/ossiblackhlue css
BBz X|  RedBlack idataengineithemesiredblackicss/redhlack cos




Dynamic Themes with URL Parameter

There may be the case where you have added multiple themes and want certain customers
to open the application with a particular theme. Well you can do this dynamically by setting
the theme to be used in the URL as a parameter.

For example... let’s say we have the following URL to an application:
http://www.planetjavainc.com/wow/runApp?id=0

We can dynamically change this application's theme by specifying a parameter on the URL:
_pj_theme=-5 or _pj_theme=-3 or any other theme id that exists shown in view themes
screen.

NOTE: A negative theme number indicates a system theme.

So for example...
http://www.planetjavainc.com/wow63/runApp?id=0&_pj_theme=-5 will open the
application using the Light Brown theme.
http://www.planetjavainc.com/wow63/runApp?id=0&_pj_theme=-3 will open the
application using the Light Blue theme.

The theme id is created when you add a new theme and can be seen in the view themes
screen.



Keyed Values

This section allows you to manage keyed values, including possible values, configuration
values, and user/error messages.

View Possible Values

With a keyed possible value, you specify a key, a value, and a display value for each PV.
(The key is used to group the PV's together). Then in an FD (field descriptor) under the list
of Possible Value Keys, you will see the keys of the Possible Values that you added. This is
a separate PV option than using PV Operations - so there are two different ways to use PV's
with WOW.

This displays a list of all of the Possible Value Keys that have been created. The size of the
list will vary greatly depending on how many PV keys have already been set up on your
version of WOW. The screenshot below shows a list of PV keys.

@ Keyed Possible Values
R.v % Hext
Display Value
O BBy X *Us STATES* AL Alsbara
OBy X|  #Us STATES* N Alaska
O BBy X|  #US STATES* A7 Arizona
SO BBy X| *US_STATES* AR Arkansas
O BBy X *Us STATES* CA Califormia
OBy X|  #Us STATES* Co Colorado
O BBy X|  #US STATES* CT Connectizut
SO BBy X| *US_STATES* DE Dielaware
O BBy X *Us STATES* FL Florida
OBy X|  #Us STATES* GA Crenrgia
O BBy X|  #US STATES* HI Hawaii
SO B8y X| *US STATES* ID Tdaho
O BBy X *Us STATES* IL Mininis
O BBy X| *US STATES* IN Indiana
O BBy X|  #US STATES* 14 lowa

Add Possible Value
Adding a keyed Possible Value is much liking adding a user account or theme like described
above. The figure below shows an example of the Add Keyed PV Operation.




Fields rnarked with an asterisk (*) are recpaired.

T
Insert r Catcel r

Pozsible Walue Group Info

Kev™

Posaihle Value Info

Valus™ Display Valne "

Insert | Catricel |
Possible Value Group Information

Key - This is the Key that will be used with the Possible Values. Possible Value Keys
were described in detail in Chapter 10 of this guide.

Possible Value Information
Value - This is the value given to a specific possible value. Generally numeric data is
used for the value when working with PVs but this is not required.
Display Value - This is the value displayed for the PV. This should be as descriptive as
possible making it easy for the user to understand the value being used.

Additional Information
Display Order — ###

View Configuration Values
#H#

Add Configuration Value
#H#H

Add User Message
User Messages provides the ability for you to supply your own messages to your WOW

Applications. The User Messages section of the WOW utilities contains two operations, “Add
User Message” and “View User Messages”

The screen shot below shows the Add User Message screen. After adding the relevant
information, simply hit the insert button to add the new user message.



Fields marked with an asterisk (*) are required.

File Information

Connection Name” -- Choose -- j Library Name” I

Table Name™

Message Information

Message Type” -- Choose -- j Matching Error Message Text I

Replacement Mes sage*

Insert

Message Information

Message Type - This is the message type to override (insert, update, delete,
etc.). This field is required.

Matching Error Message Text- For error messages, this is the matching text
from the original message that will be used to identify the specific message to
replace. This field does not apply to the non-error message case and will be
ignored. This field is optional. If this field is not specified in the error case, the
user message will be used for all error messages of the specified message type. If
you specify two messages of type "Delete Error" and the second entry leaves the
matching text field blank, the first entry will be used when a match is found and
the second entry will be used in all other cases for that message type.
Replacement Message- This is the replacement message to be displayed. The
message text can contain non-prompting parameters (ex. ??FLD1 or ???USERID).
This field is required.

NOTE: For performance reasons, the user message entries are read in once after the
server is started. If message entries are changed after the server is started, you will most
likely need to restart your server again to incorporate the new replacement messages.

File Information

Connection Name - This is the connection alias used to access the table. This
field is required.

Library Name - This is the library that contains the table. A generic *' (without
the quotes) is allowed to represent all libraries. This field is required.



e Table Name- This is the table name that the message override applies to (for any
insert, update and delete). This field is required.

View User Messages
This displays a list of all user messages that have been created.

i
All User Messages

Connection Name Library Name Table Name

Joj ==’ }‘f‘ SYS TEST TABLE1



Interfacing WOW with Excel
Connecting WOW to an Excel File

To connect WOW to a MS Excel file the following steps need to be done:
1. Create an ODBC System Data Source (DSN) on the same system where the
application server is installed. (Remote access is not supported)
2. The DSN must reference the desired Excel worksheet.
3. Connect WOW to the created DSN from step 1 & 2.

NOTE:
e Only read access is recommended although limited update capabilities are available.
e Support is available via JDBC ODBC Bridge.
e Excel files must reside on the same system as the WOW server although mapped
drive support may be possible.

Creating system DSN (Windows Only)



1. Go to start > Control panel > administrative tool > Data Source(ODBC) as seen in the
screenshot below.
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Choose "System DSN" and click on "Add" button.
% 69.43.173.222 - Remote Desktop
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"Finish" as in the screenshot below
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3. Under "Create New Data Source" panel, choose "Microft Excel Driver (*.xls)" then hit
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Pointing to desired Excel worksheet

1. After clicking "finish" as the screenshot above, name the "Data Source Name" as
desired and remember this name for using later then click on "Select Workbook." In



this example, the DSN is named "Mexcel."
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NOTE: There may be connection problems if trying to connect to a version under
Microsoft Access/Excel 2000.



Point the DSN to the Excel file location (My file in
C:\planetj\wowExcel\testWOWExcel.xls) then click "OK."
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NOTE: Only Uncheck the "Read Only" box (screenshot above) when data from excel
spreadsheet needs to be updated.



Click "OK" (screenshot below)
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Click "OK" (screenshot below)
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Connecting WOW to created DSN (screenshot below)



e JDBC Driver: MS Access/Excel (ODBC)
o The IP Address: where DSN is located (in example it is “localhost”)

e dsn: Mexcel ( this name was created earlier in step 1 of Pointing to the desired Excel
worksheet)

The sample connection string:

e JDBC Driver: MS Access/Excel (ODBC)
e URL: jdbc:odbc:localhost;dsn=Mexcel;
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Syntax of SQL select, update statement

The screenshot below is an excel file that is accessed using WOW:
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SQL select statement syntax



Inside "testWOWEXcel.xls" file, there are 3 excel worksheets by default which are sheetl,
sheet2 and sheet3. In this example, the data is on sheetl.

NOTE: The use of [ ] around the worksheet name and the trailing $ is a MUST while the use
of [ ] around fields such as UserID, Firstname, etc is optional. This may be required on
many systems.

Basic SQL Queries Using the SELECT Statement

Select * from [Sheetl$]
Other Queries Using the SELECT Statement

SQL allows you to select specific columns from a table.
SELECT Firstname, Lastname, workdept , salary FROM [Sheetl$]

Using a WHERE clause with the SELECT statement

SELECT Firstname, Lastname, workdept , salary FROM [Sheetl$] where
FirstName like ?

or
SELECT * FROM [Sheetl$] where workdept like ?

NOTE: In a WOW application, the select statement written with "?" allows the end user to
be prompted to generate results. The SQL statement including a "like" statement allows the
end user to gather their information with a fuzzy search - or only needing to enter a portion
of the query - i.e. last name/first name.

SQL update statement syntax
Basic SQL Queries Using the UPDATE Command
UPDATE [Sheetl$] SET [Bonus] = [Bonus] + '200'
Using a WHERE clause with the UPDATE statement
UPDATE [Sheetl$] SET [Bonus] = [Bonus] + '200' WHERE WORKDEPT =?

or
UPDATE [Sheetl$] SET [SALARY]= [SALARY] + 1000 WHERE WORKDEPT=?



Creating Reports and Graphs with WOW and Excel

Since Excel is widely used for data analysis and charting, we added the capability to access
data from your Database and then chart that data into custom graphs and charts in
Microsoft’s Excel program. This is a very powerful feature because it allows you to
customize the graph and charts a great deal and still bring in the data from Database.

We also have the feature to use one of WOW'’s Excel templates to create and run excel
charts from data returned in an operation. You can get your data into excel spreadsheets
and have it update dynamically by using the web query option in Excel. This means you
have to set up your own Excel file.

WOW Setup for Excel Web Query

First, make sure that you have created an application and have an operation that selects
from the database some information that you would like to graph. In this case, we have
selected from the pjdata.employee table the number of employees in each department. The
way we do this is select all of the departments and then sum up all the records of
employees and which department they are a part of:

select deptno, sum(deptno) as employees in department from pjdata.employee
'employees_in_department' is a derived field meaning it is created when the select
statement is run and is not actually inserted into the database.

Creating and Updating Excel Tables from WOW Web
Data

WOW excels at pulling information from any database and presenting it in a browser. This
provides powerful processing but at times you may want to have an EXCEL spreadsheet
setup with graphs and other formatting attributes and then merge database data into it at
runtime. The feature described below, gives you that ability.
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1.

Steps to create a web query

Use of this feature requires Microsoft Excel. Open a new Excel spreadsheet or a
preexisting spreadsheet that you would like to use for graphing. With Excel opened as
below and a WOW application running with your target data showing, you are ready to
begin the web query process. Excel provides the ability to perform a “web query” to
get data. The web query is just a URL call that returns data in an HTML format. Excel
allows you to specify an HTML table to use as a data source. In Excel go to Data ->
Import External Data —> New Web Query to get data from a WOW HTML table.
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This enables Excel users to code a web query that invokes a WOW operation and p
ts the results into a "PREBUILT"” Excel worksheet. Data can be refreshed on demand.
efore creating the Web Query, there is some information that needs to be noted and chang

d about the application for it to be properly shown in Excel. The application like
shown below has many queri
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3. A common problem is that when the table data is imported or refreshed, copy and
delete icons will show up on the excel spreadsheet, which may be undesirable.
Simply adjust the operation to disable those features. Refer to the appropriate areas



of this manual to adjust these features.
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In the display menu for the Operation you may want to disable the ptions for De

ails, Inserts, Deletes, and Updates so they won't be shown on the table. You may also
emove he “copy row” feature in the display properties by setting it to false as sh

wn below. Now that all the extra options are turned off, nke sure you write down the
Operation ID located in the Internal section of properties. Excel will u
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If you only want certain columns of a table to display in Excel you could write t
ose columns in the Display Columns field with commas between columns. Then only tho
e columns would show in WOW and be updated in Excel. After changing all e
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Click on the name of the application to run it in a new browser window, then copy the
generated URL or write it down. This is the URL that will used by Excel Web

ery. It should look similar to this: http://www.planetjavainc.com/wow/

nApp?id=286 Now we are ready to go through the Excel import external data p
ocess.

Setting up a New Web Query in Excel 2002

6. After opening the Web Query dialog box shown below, you will see a browser window.
7.

-
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This is the web page that Excel is going to look for to open up HTML tables and update
the Excel tables. Now, either type in the URL of the application or use copy and paste.




This will open up the application but without the operation or table that you want.
Now append the Operation ID recorded earlier to the URL.

8. The web query should now be of the following form:
www.planetjavainc.com/wow/runApp?id=xx&opid=yy. xx is the id of the application
while yv is the id of the operation. For this example we use
http://www.planetjavainc.com/wow/runApp?id=286&Ivid=1242. Now press enter and
the operation should show up in the web query screen. There will be little yellow
arrows around the page representing the location of various html tables. Select the
one containing your desired data. A green checkmark will appear to indicate you have
selected a particular table. Press import to proceed.
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Excel will then return an import data screen with the option to either create a new
worksheet with the data from WOW or put it in current worksheet. Pick the option
suitable for your situation.
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After selecting the data location, Excel will momentarily say “getting data” and then
display the WOW table information in an Excel table like shown.
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5 001 AN L ThA ] RATY ™ 1792

10. By using a right click anywhere on the imported data, options such as refresh values,

edit query information, or edit range options are available.



| Microsoft Excel - Book'l

File Edit Wiew Insert Format Tools Data  Window  Help
Deda &RV &+ BB B = - 2] &1 b 45 100% - (3, - Al
H13 - fo AMNALYEST

A B C ] E F G H
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21 230 JAMES J JEFFERSOM R55 2094 11211966 CLERK
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44 B54 | Tony L' Tiger H22 2398 &28/2003 CLERK




Setting up a New Web Query in Excel 2000 or earlier

6. Setting up the Web Query is a little different in earlier versions of Excel. Below is the
New Web Query screen. Option 1 is where you enter the application and operation’s
URL. After setting the URL you need to set the second option to use only specific
HTML tables. Use the table identifier “"WOW"” which is the standard HTML table id that
WOW will generate for data tables. Then after setting the third option to none, the
web query should be ready to run.

1. Enter the address far the Web page that contains the data you want, IF browsing,
switch back ko Excel once vou have located the Web page in vour browser,

|http:,l',l'www.planetjavainc.cu:um,l'wu:uw,l'run.ﬁ.pp?id=2868dvid=1242 Browse Weh, .,

2, Choose the part of the Web page that conkains the data you wank, Mote that
pre-formatted sections are treated as kables,

" The entire page

" Crly the tables

{* Cne or more specific tables on the page.
Enter table namels) or number(s) separated by commas:
[y

3. Choose haw much Farmatting from the Web page wou want vour data to keep:
i+ Mone
(" Rich text Farmatting only
" Full HTML Formatking

Save QUery.,. (04 | Cancel
7.
You will get the import data screen asking where you want to put the table data from
WOW. Select a location and click OK.
Import Data @
YWhere da you wank ko put the data?
¥ Existing warksheet: Cancel
ance
Eistt B% _ el |
£ Mew worksheet
Properties. ..
8.

After selecting where to put data, Excel should say “getting data” and display the
WOW data in an Excel table as shown below.
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A B C D E F G H |
1 [EMPNO | First Name  MIDINIT | Last Name  WORKDEPT  PHONENO  HIREDATE @ JOB EDLE
2 10 Bob T TstLNM A0 3978 1/1/1985 PRES
3 20 MICHAEL L THOMPSON B0 3476 5/14/2003 MANAGER
1 30 SALLY A KAWAN Ca1 4738 4/5/1975 MANAGER
5 &0 John B GEYER Ca1 E789  B/17/1943 MANAGER
B B0 IRYING F STERN D11 6423 9/14/1973 MANAGER
7 70 EVA D PULASK] 021 7831 9/30/1980 MANAGER
8 90 EILEEN Wy HENDERSOMN  E21 5498 BM15/1970 MANAGER
3 100 Paul Q SPENSER  F22 972 B/19/1980 MANAGER
10 MO VICENZO G LUCCHESSI 322 3490 5/16/1958 SALESRER
11 120 SEAN ' O'CONNELL  H22 2167 12451983 CLERK
12 130 DELORES M QUINTANA D11 4578 /281971 OPERATOR
13 140 HEATHER A NICHOLLS 122 1793 12/15/1976 ANALYST
14 150 Gerald 2 ADAMSON )22 4510 2/112/1972 DESIGMER
15 160 ELIZABETH R PIANKA R55 3782 10/11/1977 DESIGMER
16 152 Gerald 2 BOB J22 4510 211241972 DESIGMER
17 190 JAMES H WALKER B1 2986 7/26/1974 DESIGMER
18 200 DAVID K BROWN 122 4501 3/3/1966 DESIGMER
19 210 WiLLIAM T JONES F22 942 4/11/1979 DESIGMNER
20 220 JENNIFER K LUTZ 22 72 B/29/1968 DESIGMNER
21 230 JAMES J JEFFERSON  |RSS 2094 11/21/1966 CLERK
2 240 SALYATORE M MARING H22 3780 12/51979 CLERK
23 250 DANIEL 5 SMITH 122 961 10/30/1969 CLERK
24 260 SYBIL P JOHNSOM E11 8953 9111975 CLERK
25 270 MARIA L PEREZ E11 9001 9/30/1980 CLERK
26| 454545 John Q Public Ca1 666 5/14/2003 CLERK
27 290 JOHN R PARKER E11 4502 5/30/1980 OPERATOR
28 300 PHILIP X SMITH E11 2095 B/19/1972 OPERATOR
29 310 MAUDE F SETRIGHT 522 3332 911241964 OPERATOR
Ell 320 RAMLAL W MEHTA E21 9390 7/7/1965 FILEREP
31 330 WING J LEE G22 7878 2/23/1978 MANAGER
32 340 JASON R GOUNOT R44 698 5/5/1947 FILEREP
33| 200010 DIANE J HEMMINGER B0 3978 1/1/1985 SALESRER
34| 200120 GREG o ORLANDO  F22 2167 5/51972 CLERK

After the table has been created, you can right click anywhere on the data for various
web query options (refresh values from web, edit query information, or edit range
options).



Integrating WOW with Existing Excel Files

WOW provides the ability to generate a new spreadsheet from any existing data. It may be
desirable to have a preformatted spreadsheet, which contains titles, business charts, etc
and have WOW update the data dynamically from your database. This is possible with new
support in WOW 7.0. A spreadsheet is placed on the web server at specific location. WOW
can be configured to read in the spreadsheet, update the data, and send the merged Excel
file to the users browser.

Setting WOW Operations to use Existing Excel
Templates

An application and operation must be created that provides access to your data. For
example, the following operation does a simple select of states and the balance due by each
state. Next, the operation needs to have some properties set so that it knows which Excel
file to use. Shown below is the operation with the SQL that returns the states and balances
due for each state.
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Operation Type AL v Description
ZELECT state, sumhaldue) as baldue FROM giws. qeoustedt
where state between ? and ? group by state order by state ase

Operation Code
For thiz example, use states M and WY, Click on the state in the
table to deill down into state specific data. Click on the chart icon
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EZCEL spreadsheet with runtime data. Upon open a W3S EXCEL

Instractions macro updates the graph to display real titne graph results. Once
ywou have EXCEL spreadsheet, click ot the tab at the bottom of the
page to display the graph <he>=<tu=<hef><he>
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After the operation is open for edit there are some properties that need to be added. In the
Properties field of the operation there are property groups like DisplayColumns,
DetailDisplay and TableDisplay. These are the standard property groups but there may be
others. In the group, TableDisplay, add the following property: excelXls:true;

NOTE: Properties and PropertyGroups ARE case-sensitive.

This property tells the operation to display the chart icon when the operation runs.
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SELECT state, sumhaldue) az baldue FROM giws. geustedt
where state between ? and ? group by state order by state ase

Operation Code
For thiz example, use states MM and WY, Click on the state in the
table to deill dowen into state specific data. Click on the chatt icon
to chatt the tepott! This dynatvdcally updates a pre created I3
EZCEL spreadsheet with runtime data. Upon open a W3S EXCEL
Instructions macto updates the graph to display real titme graph results. Once
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Display
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TahleDisplay{
selectionType:single; refreshitiie; chatttrie;
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drawCridtre; rowCopyitie; updateablefalse;
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Now that WOW knows to show the Excel Chart icon, it needs to know which Excel file to
open when the chart icon is pressed. The specifics of the property need to be set, such as
what excel file to open, and what worksheet inside of that excel file to write the data to.

To set the specifics of the excelXls property we need to insert a Property Group called XLS,
as shown below. XLS has three properties that need to be set, including:

XLS {
fileName:excel_reports.xls;
sheetIndex:2;
directToFile:false;
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filename - This is the Excel template file that will be opened when the chart icon is
pressed.
sheetIndex - This is the worksheet in the Excel file where the data will be written.
directToFile - true: go directly to Excel chart when the operation runs. false: have to
click on chart icon to open Excel chart.

Now that the operation display properties have been set, update the operation. After

execution of the operation, a graph icon ( ) shows up alongside the Microsoft Word and
Excel icons.
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After the data has been returned, click on the graph icon L1 to open the data in an Excel
graph and/or spreadsheet. The data will be automatically imported and shown on an Excel
chart, there is also a tab called data that has the returned results in table format.
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An Excel macro updates the chart after the data has been updated. Users may see a
security warning that a macro is being run. They can safely grant permission.

NOTE: It is necessary to use a template provided by Planet] because of the included
macros. However, a template can be changed to any graph or display and can be made to
handle any number of columns or rows.

The Planet] template is located in the ‘wowexcel’ folder inside your application server. For
example:

C:\Program Files\Apache Software Foundation\Tomcat 5\webapps\wow64\web-
inf\wowexcel\

There are a few samples included that you can use as is or copy, rename, and change to
make custom chart or reports. When using the XLS property filename just specify the file
name and WOW will automatically look in the wowexcel folder.

Creating Reports from Data Imported from WOW into
Excel

After creating an Excel spreadsheet, it is possible to create reports, order forms, etc using
the power of Excel along with WOW. This WOW feature allows the full power of Excel to be
combined with live database data. Sophisticated Excel applications can be created complete
with macros, graphs, and pivot tables.

Restrictions

e The Excel macro requires that data be written to a spreadsheet called “data” and the
chart be in a sheet called “chart”. Experienced Excel developers may update the
macro or create their own to meet specific needs. WOW professional services may
also be used for customization needs.

e Browsers may handle downloads differently. Browser support and specific browser
behavior are beyond WOW support and control.

e Users may be required to have MS Excel or the MS Excel viewer to view spreadsheets.



Utilizing Existing RPG Applications

To utilize existing legacy code, such as an RPG or Cobol programs, you'll need to create an
external stored procedure for each program to be called. Once a procedure exists, WOW
can call the procedure, which in turn calls the program. Creating a procedure registers the
program so that SQL can locate it, as well as defining properties needed to correctly call the
program, such as the program name, the parameters required, the language the program
was written in, etc.

Calling an RPG Program That Returns a Result Set

Add Code to Return a Result Set

To have an RPG program return result sets, you'll need to add code similar to the following
in your RPG program:

C*******************************************************
C* Opens the cursor for Stored Proc *
C********~k~k~k~k~k********~k~k~k~k~k*****************************

*

C/EXEC SQL

C+ DECLARE Cl CURSOR FOR SELECT * FROM MYLIB/FILEL

C/END-EXEC

C/EXEC SQL

C+ Open C1

C/END-EXEC

C/EXEC SQL

C+ set result sets cursor cl

C/END-EXEC

In the example above, all of the data from file FILE1 in MYLIB will be returned to the calling
procedure. When SQL runs a select statement, the resulting rows comprise the result
table. A cursor (C1) provides a way to access a result table. It is used within a program to
maintain a position in the result table. SQL uses a cursor to work with the rows in the result
table and to make them available to your program.

Defining the Stored Procedure

Next you'll need to define an external stored procedure for the RPG program above:
CREATE PROCEDURE MYLIB.MYPROC ( )

DYNAMIC RESULT SETS 1

LANGUAGE RPGLE

SPECIFIC MYLIB/MYPROC

NOT DETERMINISTIC

MODIFIES SQL DATA

CALLED ON NULL INPUT

EXTERNAL NAME 'MYLIB/RPGPGM'

PARAMETER STYLE GENERAL;
In the example above, there are no parameters, you're returning one result set, the
program language is RPGLE and the program name is RPGPGM in MYLIB. Run the SQL
statement using one of the available SQL interfaces such as STRSQL, iSeries Navigator (Run
SQL Scripts) or MySQL Query Browser.



AUTHORITY TIPS: Make sure the WOW user ID has proper authority to the program, as
well as any files accessed by the program. You can grant authority to the program by
running SQL similar to the following:

GRANT EXECUTE ON SPECIFIC PROCEDURE MYLIB.MYPROC TO WOW

NOTE: The above example assumes the WOW user ID is WOW.
Defining the WOW Operation

Defining an operation to call the external stored procedure is very similar to defining any
other operation. The primary difference is what's specified for the “"Operation Code”.
Instead of specifying an SELECT statement, you’ll specify the procedure call:

CALL MYLIB.MYPROC ()
The above example has no parameters in the procedure call. For more details on using
stored procedures, including the use of field descriptors, see the chapter entitled Stored
Procedures in the first section of the Builders Guide.

More Than One User Running the Operation at the Same Time

After the RPG program is called, the table MYLIB/FILEL1 is still open and having more than
one user call the same operation could result in an “In Use” error for the other users. One
possible solution is to have the original RPG program only populate the result table. Then
define a second “wrapper” program to call the first program, copy the table to QTEMP and
then return the results set from the QTEMP version of the table. Below is an example of a
wrapper program written in RPG Free:

HDFTACTGRP (*NO)

DReportPgm Pr Extpgm ('MYPGM")

*

D Run Pr ExtPgm ('QCMDEXC")
D Cmd 200A CONST

D len 15P 5 CONST

*

/Free

//Create the file in QTEMP

Monitor;

run ('DLTF FILE (QTEMP/FILELl) ':200);
On-Error;
EndMon;

//Create empty file in
QTEMP
run ('CRTDUPOBJ OBJ (FILE1l) FROMLIB (MYLIB) +
OBJTYPE (*FILE) TOLIB(QTEMP) ':200);
run ('OVRDBF FILE (FILEl) TOFILE (QTEMP/FILE1)':200);
run ('CLRPFM emppfbk':200) ;

//Call the program that populates FILEI.
// The override ensure that the QTEMP file is populated.

ReportPgm() ;



run ('DLTOVR
*ALL':200) ;

//Open the cursor for Stored
Proc

Exsr
Resultset;

return;
/End-Free
C*******************************************************

C* Opens the cursor for Stored Proc *
c*******************************************************

C Resultset Begsr

*

C/EXEC SQL

C+ DECLARE Cl CURSOR FOR SELECT * FROM QTEMP/EMPPFBK
C/END-EXEC

C/EXEC SQL

C+ Open C1

C/END-EXEC

C/EXEC SQL

C+ set result sets cursor cl
C/END-EXEC

C Resultset endsr

Calling an RPG Program That Returns a MODS (Array)
in RPG Free

Add Code to Return an Array

The following code shows a simple RPG Free program that receives an integer and loops
through a customer master file (CSTMSTPF) for the number of times specified in the pRows

parameter:
h dftactgrp (*no)
fCstMstl if a e k disk prefix ('CS.")
d cs e ds qualified extname (CSTMSTPF)
d CustRS pr
d pRows 101 0
d CustRS pi
d pRows 101 O
d CustList ds occurs (100)
d CSTMST 481a
d i S 101 O
/free
i=0;

setll *Loval CstMstl;
read CstMstl;
dow not %eof (CstMstl);
if 1 >= pRows; leave;
endif;i = 1 + 1;
$occur (CustList) i
CSTMST = cs;
read CstMstl;enddo;
exsr setResult;

’



*inlr = *On;

begsr setResult;

/end-free

C/EXEC SQL

C+ SET RESULT SETS ARRAY:CustList FOR:I ROWS
C/END-EXEC

/free

endsr;

/end-free

Any file could have been used here and any number of parms could have been passed in to
dictate the criteria for the end result set. The key is that each time a record is read, that
entire record is added to a multiple occurrence data structure (array CustList). Once
the looping has completed, an SQL result set is created based on the multiple occurrence
data structure and is sized based on the value in variable I, as shown in subroutine
setResult.

Defining the Stored Procedure

Next you’'ll need to define an external stored procedure for the RPG program above:
CREATE PROCEDURE MYLIB.MYPROC (IN LOOPCT INTEGER)
DYNAMIC RESULT SETS 1
LANGUAGE RPGLE
SPECIFIC MYLIB/MYPROC
NOT DETERMINISTIC
MODIFIES SQL DATA
CALLED ON NULL INPUT
EXTERNAL NAME 'MYLIB/RPGPGM'

PARAMETER STYLE GENERAL;

In the example above, there is one integer parameter, you're returning 1 result set, the
program language is RPGLE and the program name is RPGPGM in MYLIB. Run the SQL
statement using one of the available SQL interfaces such as STRSQL, iSeries Navigator (Run
SQL Scripts) or MySQL Query Browser.

AUTHORITY TIPS: Make sure the WOW user ID has proper authority to the program, as
well as any files accessed by the program. You can grant authority to the program by

running SQL similar to the following:
GRANT EXECUTE ON SPECIFIC PROCEDURE MYLIB.MYPROC TO WOW

NOTE: The above example assumes the WOW user ID is WOW.

Defining the WOW Operation

Defining an operation to call the external stored procedure is very similar to defining any
other operation. The primary difference is what's specified for the “"Operation Code”.

Instead of specifying a SELECT statement, you’ll specify the procedure call:
CALL MYLIB.MYPROC (10)

The above example has one parameter in the procedure call. For more details on using
stored procedures, including the use of field descriptors, see the chapter entitled Stored
Procedures in the first section of the Builders Guide.



Calling an RPG Program That Returns a MODS (Array)
in RPG IV

Add Code to Return an Array

The following code shows a simple RPG IV (RPGLE) program that has a char(2) state input
parameter and returns records from file (QIWS/QCUSTCDT) that match the passed in state
value:

FQCUSTCDT IF E K DISK

D* Multi-occurrence data structure for returning rows to calling procedure

D CUSTLIST DS OCCURS (100)

D DCUSNUM 6S 0

D DLSTNAM 8A

D DINIT 3A

D DSTREET 13A

D DCITY 0A

D DSTATE 2A

D DZIPCOD 55 0

D DCDTLMT 45 0

D DCHGCOD 1S 0

D DBALDUE 45 0

D DCDTDUE 15 0

D*

D ROWCOUNT S 101 O

C*

C* ______________________________________________________________ *

C* Inputs

C *ENTRY PLIST

C PARM PSTATE 2

c* ______________________________________________________________ *

C MOVE '0’ OFF 1
MOVE 1 ON 1

C Z—-ADD 0 ROWCOUNT

C READ QCUSTCDT 99

C** Read Loop

C *IN99 DOWEQ OFF

Cc* Only add records where the passed in state matches

C STATE IFEQ PSTATE

C ADD 1 ROWCOUNT

Cx* Write record to CUSTLIST at occurrence ROWCOUNT

C ROWCOUNT OCCUR CUSTLIST

C Z—-ADD CUSNUM DCUSNUM

C MOVE LSTNAM DLSTNAM

C MOVE INIT DINIT

C MOVE STREET DSTREET

C MOVE CITY DCITY

C MOVE STATE DSTATE

C Z-ADD ZIPCOD DZIPCOD

C Z-ADD CDTLMT DCDTLMT

C Z—-ADD CHGCOD DCHGCOD

C Z—-ADD BALDUE DBALDUE

C Zz—-ADD CDTDUE DCDTDUE

C ENDIF

C*x* Read next record

C READ QCUSTCDT 99



C ROWCOUNT IFEQ 100

C MOVE ON *IN99

C ENDIF

C ENDDO

C*

C/EXEC SQL

C+ SET RESULT SETS ARRAY:CUSTLIST FOR:ROWCOUNT ROWS
C/END-EXEC

C*

C MOVE ON *INLR

Any file could have been used here and any number of parameters could have been passed
in to dictate the criteria for the end result set. The key is that each time a record is read,
that entire record is added to a multiple occurrence data structure (array CustList). Once
the looping has completed, an SQL result set is created based on the multiple occurrence
data structure and is sized based on the value in variable ROWCOUNT, as shown in the SET
RESULT SET statement.

Defining the Stored Procedure

Next you'll need to define an external stored procedure for the RPG program above:
CREATE PROCEDURE WOWRPG63.MYPROC (IN STATE CHAR(2))
LANGUAGE RPGLE
NOT DETERMINISTIC
READS SQL DATA
CALLED ON NULL INPUT
EXTERNAL NAME 'MYLIB/RPGPGM'

PARAMETER STYLE GENERAL;

In the example above, there is one char(2) parameter, you're returning a result set, the
program language is RPGLE and the program name is RPGPGM in MYLIB. Run the SQL
statement using one of the available SQL interfaces such as STRSQL, iSeries Navigator (Run
SQL Scripts) or MySQL Query Browser.
AUTHORITY TIPS: Make sure the WOW user ID has proper authority to the program, as
well as any files accessed by the program. You can grant authority to the program by
running SQL similar to the following:

GRANT EXECUTE ON SPECIFIC PROCEDURE WOWRPG63.MYPROC TO WOW
NOTE: The above example assumes the WOW user ID is WOW.

Defining the WOW Operation

Defining an operation to call the external stored procedure is very similar to defining any
other operation. The primary difference is what's specified for the “"Operation Code”.
Instead of specifying a SELECT statement, you’ll specify the procedure call:

CALL MYLIB.MYPROC (?100841)
The above example has one parameter in the procedure call. The parameter is a prompt
parameter using field descriptor 100841. 100841 is assigned to the state field for file
QIWS.QCUSTCDT and the number will vary for each system and connection.

The properties of the operation need to contain a StoredProcedure property group to
designate which field descriptors are to be used for the input parameter and the results set:
StoredProcedure {
tables: giws.gcustcdt;
}



For more details on using stored procedures, including the use of field descriptors, see the
chapter entitled Stored Procedures in the first section of the Builders Guide.

Calling an RPG Program That Returns Parameters

Generally WOW does not utilize the data returned from a procedure call (OUTPUT
parameters), unless the procedure call is included in a Java custom Row class. For more
details on calling procedures from a custom Row class, see the WOW Programmer’s Guide,
chapter Rows, section Example of Overriding the insert Method in a Row Subclass.



Advanced Development Techniques
Multi Value Reference Fields: [PRO]

In scenarios where you may want to reduce the number of columns shown to reduce
horizontal scrolling, using a "ReferenceField" may provide value. A ReferenceField is a
derived field the refers to other fields to get it's value and field descriptor attributes. A
ReferenceField would allow a single field to have different associations as well. Consider a
scenario where a Shipment record had a 2 columns, one that held the UPS tracking number
and another that help the FEDEX tracking number. Using a ReferenceField would allow you
to condense both columns into 1 and also handle the scenario where the WOW http
reference association is different for FEDEX versus UPS.

Using the ReferenceField:

1. Create the initial SQL operation such as:
"SELECT SHIPMENT_ID, FEDEX#, UPS#, CASE WHEN FEDEX# is NULL THEN 'UPS#'
ELSE 'FEDEX#' END as D_TrackingLink " Notice that if FEDEX# column is NULL then
we return a String that represents the column name to use to show the actual value
and FD attributes otherwise we return the column 'UPS#'. The result returned is used
to find ANOTHER field in that same row to use for the actual value.

2. Create a derived FD (field descriptor) for "D_TrackingLink". In this field set the
FieldClass to "planetj.database.field.ReferenceField".

© Advanced Settings

Field Class

3. Run your operation and test.

Here is an example screen where the last column is a reference field. For this example, the
operations SQL is:

SELECT LASTNAME, JOB, BONUS, COMM, CASE WHEN BONUS > COMM then
‘Bonus' else 'COMM' END as d_actual_pay FROM PIJDATA.EMPLOYEE where comm
> 0 and bonus > 0

Alast¥ %2 4 Job ¥ H3
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Considerations

1. The ReferenceField class takes the column heading of the 1st column that was
produced.

2. All column names returned to ReferenceField must exist in the Row instance.

3. You can "hide" the source fields by setting their FD to hide or by not including them in
the operations columns to display.

WOW Performance

WOW utilizes the JDBC database servers that are specified in the connection definitions
therefore, typically, performance is nearly all outside of WOW's control.

What happens is:

e WOW passes an SQL statement to the server (AS400).

e The server (AS400) executes the statement using the best known optimization, as
determined by database code. This includes such factors as file size and database
indexes.

e After execution, WOW reads the data returned from the server (AS400), generates
HTML, and then sends the HTML to the browser. Thus, nearly all performance is
dependent on the database server (AS400).

However, WOW does have facilities to control and enhance performance as shown in the
sections that follow.

WOW:'s Built In High Performance Cache

WOW allows the user to set a caching level for each operation:

Advanced
Connection Alias -- None -- ﬂ
F.ow Count 50
Row Class
Caching Level” Check cache and cache results ﬂ




The Caching options let you control how WOW stores data so it can be used later. By
allowing WOW to retrieve the data from the cache, a call to the database server can be
avoided when the operation is run. For more details on the caching level, see chapter
“Create User Operations”, section “User Operations” in the WOW Builder’s Guide p.1.

Connection Properties

Each JDBC database driver allows properties to be passed to the database server. You can
specify these properties in the connection definition:

Connection Spec

*

Connection Alias” YOUR SYSTEM NAME URL

JDBC Driver” AS/400 Remote j Properties

For the IBM AS/400 Remote driver, these can be found in the IBM i Infocenter.
By default, WOW sets the following two AS/400 properties on a hew connection:

e prompt=false - Specifies whether the user is prompted if a user name or password is
needed to connect to the server. If a connection cannot be made without prompting
the user, and this property is set to "false", then an attempt to connect will fail.

e trace=false - Specifies whether trace messages are logged. Trace messages are useful
for debugging programs that call JDBC. However, there is a performance penalty
associated with logging trace messages, so this property should only set to "true" for
debugging. Trace messages are logged to System.out.

NOTE: Each property begins with a ';".

You can also affect performance by setting the number of maximum connections allowed:

Advanced

I] dbe:as4
brompt=f

Min. Connections 3 Max. Connections

The default is ten. The maximum number of connections used can have a significant affect
on your performance. This number will vary based on the power of the system.

Controlling the Number of Records Returned

Setting the number of records returned in an SQL operation can improve performance.

Advanced

Connection Alias I—— None -- j Operation Class

Row Count 50 Row Coll. Class
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The Row Count value controls how many rows are displayed in the results table. The smaller
the number, the quicker each read from the database is. The default is 50. If the number
of results is greater than the row count, links are generated on the results table allowing the
user to page through it. This field should be adjusted based on your system performance
and connection speed.

Controlling the Number of Fields Read
Reducing the number of fields read from an SQL SELECT statement to only those required

can improve performance since less data will need to be read from the database. For
example, instead of specifying all fields (**"), specify only the specific fields necessary:

SELECT IZENSIZRRNENSINFR OM QIWS QCUSTCDT

Operation Code

Optimizing SQL Performance for AS400 (iSeries)

There are a variety of methods or tools to determine how the performance of an SQL
statement can be improved on an AS/400.
Find a reference(s) to SQL statement optimization techniques for AS400.

Compare SQL Performance Against Non-WOW Methods

Try taking the SQL statement from WOW and use one of these other methods to compare
the results:
e AS400's STRSQL
Or
e Put the SQL into iSeries Navigator (Run SQL Scripts)

If the SQL statement performs poorly by methods other than WOW, most likely the problem
lies with the SQL statement or the file itself.

Using STRDBG

You can use debug messages for performance hints. On the AS/400:
e Turn debug on for your session & STRDBG *ALL .
e Run the SQL statement (to be run in the operation) using STRSQL.
e After successfully running the statement, look at the job log for debug messages from
the query optimizer



Using iSeries Navigator (STRDBMON)

The iSeries Navigator version of the STDBMON is called a detailed SQL performance
monitor. You can start this monitor by right-clicking SQL Performance Monitors under the
database portion of the iSeries Navigator tree and selecting New-> Detailed. You can
monitor a single query or all queries. Once the monitor is started, it appears in the SQL
performance monitors list.

For more details on iSeries optimization, see the “"Optimizing Query Performance Using
Query Optimization Tools” section in the "Performance Optimization" Reference.

Controlling How the Data is Accessed

On the iSeries, how the data from a file is accessed is determined by the query optimizer.
If an index exists, the index is used. Otherwise, that decision is left to the query optimizer,
which may not be the most efficient means. For more information on indexes (iSeries), see
the "Performance Optimization" Reference.

Tomcat Server Performance

How you have your server configured can also affect your overall performance. For
example, the amount of memory allocated to your server can have quite an effect on how
the WOW application performs. For more information on Tomcat configuration, see the
Optimizing Tomcat reference.

SQL Fragments [PRO]

Overview

WOW Enterprise Edition 7.0 and above include a feature that can significantly enhance
performance of SQL. Consider a table that holds tax payer information and includes first
name, last name, and social security number. If an optional search is created allowing
entry of any of the three columns:

SELECT * from x.y where firstname = COALESCE( ?, firstname) and lasthame =
COALESCE( ?, lastname) and SSN = COALESCE( ?, SSN)

If “Jones” is entered for lastname, the database processor must still process selection on firstname and
SSN which can affect performance. SQL Fragment will translate this query to:

SELECT * from x.y where lastname = ‘Jones’

Using SQL fragments, the WOW operation would be coded as: (This assumes lastname is required on
search)


http://www.planetjavainc.com/wow_docs/Optimize_Tomcat_form.pdf?target=_blank
http://www.planetjavainc.com/wow_docs/Optimize_Tomcat_form.pdf?target=_blank
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SELECT * from x.y where lastname = ? [[ and firstname = ? ]] [[and SSN = ? ]]

Which will perform much faster.

This document describes how to work with SQL fragments in WOW. A SQL fragment is a portion of an
SQL statement which can be dynamically removed or included in the statement at runtime. Whether or
not a fragment is included is based on which of the statement’s parameters the user has entered values
into. Fragments are removed from the SQL only when it is sent to the database; fragments are never
removed when generating the onscreen prompts for a SQL statement.

Defining a fragment

The sample SQL statement below selects fields from table A; the user can search on fields from table A
or table B:

SELECT Al, A2, A3, A4 FROM LIB.A INNER JOIN LIB.B ON Al = Bl
WHERE (A1l = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) AND

(B2 = 2 OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL)

ORDER BY Al

To define a fragment of code, enclose the fragment between two left brackets and two
right brackets:

SELECT Al, A2, A3, A4 FROM LIB.A INNER JOIN LIB.B ON Al = Bl
WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[ AND

(B2 = 2 OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL) ]]

ORDER BY Al

This causes WOW to create a SQL fragment which contains the following code:

AND
(B2 = ? OR CAST(??5 AS CHAR(10)) IS NULL) AND
(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL)

By default, WOW will automatically remove any fragments which contain display parameters when
none of those parameters have values. So if the user ran that SQL statement and left both the B2
and B3 prompts blank, then the SQL which WOW would actually run would be:

SELECT Al, A2, A3, A4 FROM LIB.A INNER JOIN LIB.B ON Al = Bl
WHERE (A1l = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL)

ORDER BY Al



Fragment groups

SQL fragments can be associated together in a fragment group. Putting multiple
fragments together in the same group tells WOW what it should do with fragments
which do not contain display parameters (fragments with display parameters are
removed when all of those parameters do not have values). Using the above example,
we could define two fragments which belong to the same group.

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupl} INNER JOIN LIB.B ON Al = Bl
11

WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupl} AND

(B2 ? OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL) 1]]

ORDER BY Al

Adding a group name surrounded by curly braces at the beginning of the fragments
tells WOW that both fragments belong to the same group; in this case the group is
named “groupl”. Any name could be used to identify the group; as long as both
fragments use the same name they will be in the same group. In this case the first
fragment does not contain any parameters (a “non-parameter fragment”), so it will be
removed when the other fragment in its group (the “parameter fragment”) is removed.
As noted before, parameter fragments are automatically removed by WOW if none of
the display parameters contain values. By using a parameter group, WOW can totally
remove the join from the query when the user is not searching on any of the fields in
the second table.

In the next example the SQL contains multiple fragment groups:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B ON Al = Bl
11

[[{groupC} INNER JOIN LIB.C ON Al = Cl ]]

WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = 2 OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupB} AND
(B2 = 2 OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST (2?27 AS CHAR(10)) IS NULL) ]] [[{groupC} AND
C2 = 211

ORDER BY Al

The fragments in groupB are only included when either B2 or B3 is given a value. The
fragments in groupC are only included when the C2 parameter has a value.



SQL Adjustments

In some cases, adding fragments to your query allows you to remove redundant SQL
from the statement. For example:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B ON Al = Bl
11

[[{groupC} INNER JOIN LIB.C ON Al = Cl ]]

WHERE (Al = ? OR CAST (??1 AS INTEGER) IS NULL)

[[AND (A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) ||

Il
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[[{groupB} AND (B2 R CAST (2?5 AS CHAR(10)) IS NULL)]]
[[{groupB} AND (B3 = OR CAST (2?7 AS CHAR(10)) IS NULL)]]
[[{groupC} AND (C2 = OR CAST(??9 AS CHAR(10)) IS NULL)]]

ORDER BY Al

In this query, we can safely remove most of the checks which compare a parameter’s
value to null. The SQL uses those checks so that when the user doesn’t enter a value
into a parameter, then that parameter effectively matches all values in the database
(in other words, that parameter isn’t used in the search). However, enclosing a
parameter in a fragment achieves the same thing, so the null checks are no longer
needed. This statement will act the same as the one above:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B ON Al = Bl
1]

[[{groupC} INNER JOIN LIB.C ON Al = Cl ]]

WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL)

[[AND A2 = ? 1]
[[{groupB} AND B2 =
[[{groupB} AND B3
[[{groupC} AND C2
ORDER BY Al

Il
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1]
1]
1]

Note that for this technique to work correctly each fragment needs to only contain a single display
parameter, since a fragment is included as long as any one of its display parameters has a value.

Extra care needs to be taken when all of a statement’s display parameters are in fragments. For
example:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B ON Al = Bl
11
[[{groupC} INNER JOIN LIB.C ON Al = Cl ]]
WHERE 1 =1

AND Al
[[AND A2 = 2 1]
[[{groupB} AND B2
[[{groupB} AND B3
[[{groupC} AND C2
ORDER BY Al

?

[
ENRICRES



Here it is important to include the "1 = 1” following the WHERE. If the user chooses to
leave all of the parameters blank, then none of the fragments will be included in the
SQL. In that case, the SQL will not be correct unless there is a comparison of some
sort following the WHERE.

Groups with multiple parameter fragments

In all of the above examples, the fragment groups have all contained two fragments.
In the next example, the fragment group contains three fragments, two of which have
parameters and one with no parameters:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupl} INNER JOIN LIB.B ON Al = Bl

11
WHERE (Al = ? OR CAST (2?1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST (2?3 AS CHAR(10)) IS NULL) [[{groupl} AND
(B2 = ? OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = ? OR CAST(??7 AS CHAR(10)) IS NULL) ]] AND

(A9 = ? OR CAST (2?9 AS INTEGER) IS NULL) [[{groupl} AND

B4 = 2 1]
ORDER BY Al

In order for the first fragment (the JOIN) to be included, one of the display parameters
in either of the other two fragments must contain a value. So if B2 or B3 or B4
contains a value, the first fragment will be included. Only if none of those parameters
have a value is the first fragment removed. The second and third fragments are
removed as usual, when none of the display parameters in that particular fragment
has a value.

To summarize, when a group contains multiple fragments with display parameters, if
any of those fragments have values in their display parameters, then the group’s
fragments without display parameters will be included.

Note that in the above example, WOW will properly adjust the parameter numbering
when fragments are removed. So if the second fragment is removed, then the ??9
parameter would be changed to ??5 since there are four fewer parameters preceding it
in the SQL.

Inner fragments

In some cases such as the following example, you may need to include fragments
within other fragments:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B ON Al = Bl
1]



[[{groupC} INNER JOIN LIB.C ON Al = Cl [[{groupB} AND C6 = B6 ]] ]]
WHERE (A1l = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupB} AND
(B2 = 2 OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL) ]] [[{groupC} AND
C2 = ?]]

ORDER BY Al

The fragment in purple is only included when groupB and groupC are both included.
That fragment describes the join between tables B and C, and so it only should be
included in the SQL if both of those tables are in the SQL. By directly assigning the
purple fragment to groupB and then embedding it within a fragment from groupC, the
purple fragment becomes part of both groups.

Fragments with multiple groups

A fragment can belong to multiple groups. In the above example this was done by
embedded one fragment within another. An alternative way to assign multiple groups
to a fragment is by listing out the various groups it belongs to:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B ON Al = Bl
11

[[{groupC} INNER JOIN LIB.C ON Al = Cl ]] [[[{groupB,groupC} AND C6 = B6
1]

WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupB} AND
(B2 ? OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST (2?7 AS CHAR(10)) IS NULL) ]] [[{groupC} AND
(C2 = 2?2 OR CAST(??9 AS CHAR(10)) IS NULL) ]

ORDER BY Al

Here, the third fragment belongs to both groupB and groupC. This example will
behave exactly like the previous one; the third fragment is only included when both
groupB and groupC contain display parameters with values. (For example, if
parameters B3 and C2 were given values by the user then the purple fragment would
be included, but if B3 were the only parameter with a value then the fragment would
be removed.) To summarize, when a fragment without display parameters belongs to
multiple groups, then that fragment is only included when all of those groups are
included.

Consider the following example, where the first fragment contains the A2 column:

SELECT Al, [[{groupA} A2,]] A3, A4 FROM LIB.A [[{groupB} INNER JOIN LIB.B
ON Al = Bl ]]
[[{groupC} INNER JOIN LIB.C ON Al = Cl ]] [[[{groupB,groupC} AND C6 = BG6

1]



WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupA,groupB} AND
(B2 = ? OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST (2?27 AS CHAR(10)) IS NULL) 1] [[{groupA,groupC} AND
C2 =72 1]

ORDER BY Al

In this example, that fragment will be included when one or more of the B2, B3, or C2
parameters is given a value by the user. Unlike the purple fragment which requires
parameters from all of its groups to have values before it is included, the A2 fragment
is included when any one (or more) of the B2, B3, or C2 parameters has a value. This
is because it only belongs to a single group whereas the purple fragment belongs to
multiple groups.

Fragment properties

In the previous examples curly braces were used to list out the groups to which a
fragment belongs. However, the curly braces can also be used to directly assign
fragment properties using the normal property group syntax. For example:

SELECT Al, A2, A3, A4 FROM LIB.A [[{id: fragmentl; groups: groupB;} INNER
JOIN LIB.B ON Al = Bl ]]

INNER JOIN LIB.C ON Al = C1 [[{id: fragment3; groups:
groupB,groupC;} AND C6 = B6 ]]
WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupB} AND
(B2 = 2 OR CAST(??5 AS CHAR(10)) IS NULL) AND

(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL) ]] [[{groupC} AND
C2 =72 1]

ORDER BY Al

Here, two properties are defined for the first fragment, the id property and the groups
property. The following fragment properties can be assigned:

class — The name of the Java class which should be used for the fragment. The class
must implement IFragment and provide a default constructor
groups — The names of the groups to which the fragment belongs
id — A unique identifier for the fragment. The ID is useful when working with the
fragments in code; otherwise there is no need to assign an ID
include — This property describes when WOW should include the fragment in the
SQL statement. The possible values for this property are:

o auto — WOW should decide when to include the fragment and when not to (this

is the default value)



o false — The fragment should never be included in the SQL. This setting can be
overridden in code, but otherwise the fragment won’t be included
o true — The fragment should always be included in the SQL. This setting can be
overridden in code, but otherwise the fragment will be included
remove values — The list of values which will cause WOW to remove the fragment
from the SQL. If the value of a display parameter in the fragment is equal to one of
the values in the list, then that display parameter is treated as though it did not have
a value (but only for the purposes of WOW’s fragment logic). So a parameter whose
value is in the remove values property can cause its containing fragment (and other
fragments in its fragment group) to be removed from the SQL. If the value “null” is
present in the remove values property then display parameters without values can
cause their fragment to be removed as usual; if the remove values property is present
but does not contain “null” then display parameters without values will not cause
their fragment to be removed.

When the only property that is being assigned is the groups property, then you can
simply list out the fragment’s groups, as is done in the initial examples. Only when
you want to assign other properties do you have to use the property group format.

In this example, the A3 prompt will never be sent to the database:

SELECT Al, A2, A3, A4 FROM LIB.A [[{groupl} INNER JOIN LIB.B ON Al = Bl

11
WHERE (Al = ? OR CAST(??1 AS INTEGER) IS NULL) AND

(A2 = ? OR CAST(??3 AS CHAR(10)) IS NULL) [[{groupl} AND
(B2 = 2 OR CAST(??5 AS CHAR(10)) IS NULL) AND
(B3 = 2 OR CAST(??7 AS CHAR(10)) IS NULL) ]]

[[{groups:group2; include:false;} AND A3 = ?]]
ORDER BY [[{group2}A3,]] Al

However, if the user enters a value for the A3 prompt, then the results would be
sorted by the A3 column. In other words, the fact that the A3 parameter is never sent
to the DB does not prevent the last fragment from being sent to the DB if the user
enters a value for the A3 parameter.

Working with fragments in code

Internally each fragment defined in the SQL statement is represented by an IFragment
object. (That interface, like most of the fragment code is located in the
planetj.database.sql.fragment package.) The IFragment objects are contained in the
SQLContext object. One important thing to keep in mind is that fragments are never
actually removed from a SQLContext’s internally stored code. Instead, they are
stripped out of the code which is sent to the database, but remain in the code stored in
the SQLContext. For this reason, in code the terms “included” and “removed” are not



used to describe the fragments; instead “active” and “inactive” are used to refer to
fragments which are sent to the DB, or not.

There are several methods which can be used to retrieve the code for a SQLContext,
depending on how much processing you want WOW to do with the code:

getOriginalCode() — Returns the code as it was entered in the builder

getCode() — Returns the internal code stored in the SQLContext. This will include all
fragments regardless of whether or not they are active, but does not include the
fragment control characters (i.e. the opening “[[{groupl, group2}” and closing *“]]”
are not included).

getCode(true) — Returns the internal code stored in the SQLContext, after removing
any fragments which are not active. All fragment control characters are also
removed.

Below is a listing of some of the methods which can be used when working with
fragments:

SQLContext.getFragments — Returns a SQLFragmentCollection object which
contains the individual fragments

SQLFragmentCollection.getFragment — Gets a fragment by its ID. A fragment’s ID
is assigned with the id property in the property group.
SQLFragmentCollection.getFragmentGroup — Gets a group of fragments by the
group name

IFragment.isActive — Returns true/false depending on whether or not the fragment is
active
IFragment.setActive — Sets a fragment as either being active or not active (if a
fragment is not active it is not sent to the database)
IFragment.getDisplayParameters — Returns a List containing all of the fragment’s
display parameters
IFragment.getDisplayParameterStatus — Examines all of the display parameters in
the fragment and returns one of the following constants:
o PARAMETERS NONE— The fragment does not contain any display parameters
O PARAMETERS VALUELESS — None of the fragment’s display parameters have
values
O PARAMETERS SOME WITH VALUES — The fragment contains multiple display
parameters, some of those parameters have values and others do not
O PARAMETERS ALL WITH VALUES — All of the fragment’s display parameters
contain a value



Actions/Events [PRO]

From the WOW Builder, run Development Tools > Actions. This menu item lets the
user define a “table driven” action or event. Table driven actions and events are
normally defined completely as an entry within the WOW event/action table, without the
need for coding or special property group configuration.

Action

An action is a visible option that can be defined for a Row or RowCollection (Table). An
action, when clicked on, can run either a pre-defined operation or a java class. An
action can be visible as a button, icon, link, etc.

Creating an Action

To create an action:

1. Bring up the Actions and Events (Other > Actions/Events)
2. Click on Add Action/Event

Entry Information:

o Entry Type - Leave as Action.
Entry Subtype - defines what type of action itis. A Row action is an action
that is associated with a Row. For example, it can be an action to the left of
each row (Table view), it can be a button from the row detail screen, it can
be a right click option when you hover over a row (Table view), etc. A
Rowcollection action is associated with a results display (Table view) and
can be visible as a button on the top or bottom of the results, in the tool bar
(same location as refresh, print, etc.), etc.
Action Name - Unique name assigned to action.
Active - Provides ability to turn off action without removing it.

o Description - A detailed description of the action.

Operation Inheritance:

o Source Application - Lets the user limit the visibility of the action to a
specific application.

o Source Operation - Lets the user limit the visibility of the action to a specific
operation.

Action/Event Execution Information:



This defines what gets run by the action. You need to specify either an operation
or a Java class.
o Operation - Select an operation to be called. If the operation is an
association operation, then the current Row is passed as the associated
Row (for parameter substitution).

o Java Class - Specifies a Java class file that is a subclass of
planetj.wow.action.AbstractAction and implements the handleAction method:

ey de

public Cbject handlefction(Cbject o, IActionProperties props, ExecutingContext ec) throws CMException {

TableDrivenActionRow actionBow = (TableDrivenActionRow) props,
Row associatedRow = (Row) o;
- Perform action.

if (ec instanceof HttpExecutingContext) {
String message = actionRow.getMessage ()

if ((message '= mmll && message.trim().length() > 0)) {
DataEnginelervlet.setlUserMessage (message, ((HttpExecutingContext) ec).getRequest()):
} else {

DataEnginelervlet.setlUserMessage(null, ((HttpExecutingContext) ec).getRequest()):

return null;

Java Classes Provided by WOW:
m  planetj.wow.repository.SaveSnapshotOfObjectAction - Action that
saves a snap shot (copy of current Row or RowCollection) into the
WOW Object Repository table.

NOTE: Class files written as a subclass of AbstractAction are compatible
for both Actions and events.

Action Location (for Row action):

o Detail View:
m  Bottom left, Bottom right, Top left, Top right
m Left of (existing) buttons, Right of (existing) buttons.
o Results (Table) View:
m Left side of each row - action similar to edit, display, etc.
m  Hide on results display - only show action on details display
m  Drop down - Shows the action as a drop down choice on each Row
from a derived field configured for running drop down choices. See the



section “Implementing the Drop Down Location” for more details. Normally,
the Display type is set to Text for this type of action.

m  Right Click - show option when hovering over a row and right clicking.
Normally, the Display type is set to Text for this type of action.

Action Location (for Row Collection action):

O O O O

Bottom left, Bottom right, Top left, Top right

Left of Search Fields - Left side of operation’s search fields.

Right of Search Fields - Right side of operation’s search fields.

Toolbar - Action is location in toolbar above the results (same location as
refresh or printer icon). Normally, the Display type is set to Link/Image.

Action Properties:

o

Display Type - How is the action to be displayed.

m Link/Image - If an image is specified, displays as an image (jpg, png,

etc.). Otherwise it's displayed as a link.

m  Button - Show action as a button

m  Checkbox - Show action as a check box

m  Text - Show action as text (used mostly for location “Right Click” or

“Drop Down”).

Image - Used with the display type Link/Image.
Action Group - Group name to assign to action. Actions with the same
group are grouped together.
Action Display Order - If more than 1 action is assigned to an operation in
the same location, this dictates which action is displayed first (lower order #).
Style Class - Style class (CSS) to use when rendering this action on the
screen.
Label - By default, the action name is used for the label (e.g. button text, link
text, etc.). Specify an alternate label to use.
Please Wait JSP - When the action is running, you may want to display a
please wait jsp. Specify the jsp to use, or specify “TRUE” to use the default
please wait JSP.
Browser Target - Specify a target for the browser window to be used, such
as _blank (renders in a new window). Default is _self (same window).
Start Navigation Group - Should this action start a new navigation group
(add divider for right click or space between button groups)?
End Navigation Group - Should this action end the current navigation
group?
New Window Properties - Lets you specify new window properties, such as
the window size. E.g.
"toolbar=no,location=no,directories=no,status=no,menubar=no,copyhistory=
no,width=700,height=800".



Action Messages:

o

No Rows Selected Error Text - On a Results (Table) screen, lets you
specify a message to display when no rows are selected when an action is
run. May be useful when TableDisplay property selectionType is not set to
‘none”. If coding a custom action class, you will need to add code to extract
the message and display it:

TableDrivenActionRow actionRow =
(TableDrivenActionRow) props;

throw new

CMException (actionRow.getNoSelectionErrorText ()) ;

Confirmation Text - Text to display (warning - do you want to run this
action?) before the action runs. Default is to provide no warning before
running the action.

Action Completion Text - Alternate completion text to display after the
action runs successfully. If coding a custom action class, you will need to
add code to extract the message and display it:

TableDrivenActionRow actionRow =
(TableDrivenActionRow) props;
if (ec instanceof HttpExecutingContext) {
String message = actionRow.getMessage () ;
if ((message != null && message.trim() .length() >
0)) |
DataEngineServlet.setUserMessage (message,
( (HttpExecutingContext) ec) .getRequest()):;
} else {
DataEngineServlet.setUserMessage (null,
( (HttpExecutingContext)
ec) .getRequest());
}
}

Authorization:

Authorization works the same way as operation authorization. It controls which
users are able to see/use and action. This is only applicable when an application
is secured (signon required).

Security Type - The type of security measures to use.
Security Level - Security level is used in conjunction with the Security Type
feature.



e Auto Run Op. - Allows you to specify an operation that will automatically run
on a set schedule. The pull-down for this field displays any available Auto
Run operations created within the application.

e Execute Authority Operation - Used to limit which users can view and run
the operation. All Authorization Operations defined for the current application
should appear in the drop down selection. If no operation is selected, all
users will be authorized to execute this operation.

Implementing the Drop Down Location:

To fully implement a Row action using the drop down location, it must be
configured as follows:

1. Define 1 or more actions with a location of Drop Down and Operation
Inheritance (scope) pointing to the desired operation to contain the drop
down options.

2. For the operation (step a), the SQL results must include a derived field to be
used for showing the drop down option(s) associated with each row. For
example => Select a.*, ‘' as D DROPDOWN From xxx.yyy where
field D_DROPDOWN is the derived field in this example.

3. In the same operation’s properties, include this DisplayColumns property to
make the drop down field editable from the table (results) display:

DisplayColumns { editableResults:D DROPDOWN; }
4. Create a derived field descriptor for derived field D_DROPDOWN and set
the following in Advanced Settings:
1. Field Class: planetj.wow.action.ActionField
2.  Field Descriptor Type: Derived

Once configured, the derived field should look like this, with a drop down choice
for each drop down action created:

Drop Down L+

= —None - -
+ o BT

= —~None - -

- Maone - -

Event

An event is very similar to a trigger, where an event is fired automatically when a
change is made to a table.

Creating an Event

To create an event:



1. Bring up the Actions and Events (Other > Actions/Events)
2. Click on Add Action/Event

Entry Information:

o Entry Type - Change to Event.

o Entry Subtype - defines when the event is run or triggered (when a row
changes). Choices are Pre-Insert, Post-Insert, Pre-Update, Post-Update,
Pre-Delete or Post-Delete.

o Event Name - Unique name assigned to event.

o Active - Provides ability to turn off event without removing it.

o Description - A detailed description of the event.

Event Scope:

o Source Application - Lets the user limit when the eventis to runto a
specific application.

o Source Operation - Lets the user limit when the event is to run to a specific
operation.

Table That Triggers Event:

You need to identify which table (when changed) triggers the event.

o Source Connection - Defines which connection is used to change the table.
Choose between any of the existing connections. Connection choice “**
INTERNAL CONNECTION **” refers to the metadata connection used by
WOW. This connection should only be used when utilizing a built-in WOW
class such as planetj.wow.repository.SaveSnapshotOfWowObjectAction .

o Source Table - Identifies the table to attach the event or trigger to.

Action/Event Execution Information:

This defines what gets run by the event. You need to specify either an operation
or a Java class.

o Operation - Select an operation to be called. If the operation is an
association operation, then the current Row is passed as the associated
Row (for parameter substitution).

o Java Class - Specifies a Java class file that is a subclass of
planetj.wow.action.AbstractAction and implements the handleAction method:



Woverride

public Cbject handlelction(Cbject o, IActionProperties props, ExecutingContext ec) throws CHMException {

TableDrivenActionRow actionBow = (TableDrivenActionRow) props,
Row associatedRow = (Row) o)
- Perform action.

if (ec instanceof HttpExecutingContext) {
String message = actionRow.getMessage ()

if ((message '= mmll && message.trim().length() > 0)) {
DataEnginelervlet.setlUserMessage (message, ((HttpExecutingContext) ec).getRequest()):
} else {

DataEnginelervlet.setlUserMessage(null, ((HttpExecutingContext) ec).getRequest()):

return null;

Java Classes Provided by WOW:

m  planetj.wow.repository.SaveSnapshotOfWowObjectAction - Used to
save a snapshot of WOW objects (Operations, Field Descriptors) when
an operation or field descrptor is changed.

m planetj.dataengine.email.SendEmailForLogEntryEvent - Used to send
an email automatically when a table is changed. A user configures an
email log entry and specifies the entry ID as a class parameter. e.g.
planetj.dataengine.email.SendEmailForLogEntryEvent,id=1 .

Parameters supported:
m id-log ID from EMAILLOG.
m  mlib - optional WOW email library.

NOTE: This class is only available with the WOW Mail add-on.
More details available with WOW Email documentation.

NOTE: Class files written as a subclass of AbstractAction are compatible
for both Actions and events.

Example Uses:
Adding Action to save a copy of a single Row or Table Results:

To add an action that will provide the ability to save the current Row or table results
from an operation, use the following settings:

This action adds an action to the toolbar to every operation for the specified application.
The action is displayed as the icon “dataengine/images/camera-icon.png”.



The action utilizes the built-in action
“planetj.wow.repository.SaveSnapshotOfObjectAction”, which saves table results as a
blob object inside WOW’s object repository table “WOBJECTREP”. See “Object
Repository Data” for more details.

Adding Event to automatically save changes to WOW Operations:

To add an event that saves a copy of the operation after each time it is updated, use the
following settings:

This feature lets the developer see what changes have occurred to an operation and by
which developer. The event utilizes the built-in event
“planetj.wow.repository.SaveSnapshotOfWowObjectAction”, which saves the operation
as a blob object inside WOW'’s object repository table “WOBJECTREP”. See “WOW
Metadata Changes” for more details.

You can also set the Source Table to FIELDDATA (*), which lets you track field
descriptor changes.

Adding Action to Run 2nd Operation That Remembers Rows
Selected

To add an action that calls another operation and displays rows selected from the 1st
operation, use the following steps:

Create 1st Operation:

Create 1st operation that allows for selection:



Set Key Fields to Global:

For any field from operation 1 that you need WOW to remember for future operations,
change the field's FD (Field Descriptor) so that it's usage ID = -3 (Global). In our case, we
want the employee ID.

Create 2nd Operation:

Create a 2nd operation that filters the results based on previously selected rows (1st
operation).

Notice the use of the global parameter (??!fieldname) within the IN clause. When the 2nd
operation runs, WOW will replace ??'EMPNO with something like:

EMPNO IN (101,135,1002)

The values 101, 135, and 1002 are the EMPNO values from 3 selected rows.
Create Action on 1st operation to Run 2nd Operation:

When a table driven RowCollection action is defined to run a 2nd operation and 1 or more
fields from the operation are set to global, WOW will save the selected row information for
each global field. In order to provide an action button on the 1st operation that runs the
2nd operation, set something similar to the following:

Entry Type: Action

Entry SubType: RowCollection (Table)

Source Operation: Operation where action is rendered.
Operation: Operation the action runs

Display Type: Button

Label: Button text



This action adds a button at the bottom of the results (table) generated by operation
Employees:

So now if operation 1 (Employees) is run and a user selects the last 2 rows and then clicks
on the Show Selected Rows button, WOW:

1) Saves the selected rows and stores them for global field EMPNO

2) Prepares the 2nd operation (Previously Selected Employees)

3) Sees the operation's SQL referencing a global variable in an IN clause (utilizes multiple
values):

SELECT EMPNO, FIRSTNME, MIDINIT, LASTNAME, JOB, WORKDEPT, mgrnum, BIRTHDATE
FROM PJDATA.EMPLOYEE WHERE EMPNO IN ??!EMPNO

4) Finds a RowCollection for EMPNO and substitutes in all empno values:

SELECT EMPNO, FIRSTNME, MIDINIT, LASTNAME, JOB, WORKDEPT, mgrnum, BIRTHDATE
FROM PJDATA.EMPLOYEE WHERE EMPNO IN (22231,33333)

5) Runs the altered SQL



Troubleshooting and Debugging WOW

My iSeries DB2 files are locked by WOW which is
affecting my saves and other programs!

0S/400 may apply a READ lock on files that are accessed more than once from the same
connection. This is a function of 0S/400 and is done for performance and is not caused by

WOW. If you need to use a file that 0S/400 has locked use the following command:
ALCOBJ OBJ ( (QIWS/QCUSTCDT *FILE *SHRRD *FIRST)) CONFLICT (*RQSRLS)

NOTE: Adjust the library and file name as well as the locking level to suit your needs.

WOW is unable to connect to the IBM iSeries Metadata
Server because of restricted ports

WOW can work with any metadata server. Every organization handles network controls and
restrictions differently. If WOW is not able to connect to your server it may be caused by
blocked ports. In the example of an iSeries machine there are numerous ports that need to
be opened for full JDBC support that WOW uses, yet maybe your network administrator or
firewall is blocking some of these ports.

At IBM’s website you can go to this link http://www-
1.ibm.com/servers/eserver/iseries/toolbox/fagports.htm shown below and see what ports
need to be opened for full JDBC and server controls. Do the same for your system and have
your network administrator allow these ports so that WOW can connect. On the iSeries
WOW requires the following ports to be open (other databases use different ports, check
your database documentation):

e 449

e 8470
e 8471
e 8476
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Change User Name and Password of WOW for new
metadata system

Switching metadata servers or types of servers will return some kind of error. If changing
the Login that connects you to the metadata machine or server such as MySQL or iSeries, it
is necessary to change the web.xml document located under <Apache
Path>/Tomcat/webapps/wow60/web-inf/web.xml. Right click on web.xml and open with
notepad. Shown below is the XML Tags that need to be changed.
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<!-— Below are the initial parameters for the wow metadata system connectino g
<init-param Jd="wow_Metadata_system_Connection_rool_Clean_Up_Time":>
<param-name>PI_CLEAN_UP_TIME</param-name:
<param-value>9800</param-values>
< Init-param:
<init-param Jd="wow_Metadata_sSystem_Connection_Pool_Maximum_Mumber_of_Connect
<param-name>PJI_MAX_CONNECTIONS<//param-names



It is necessary to change the PJ_SYSTEM_URL, PJ_USER_ID and the PJ_PASSWORD initial
parameter values.

As an example, the new login to the metadata system might be wow60 instead of wow. To
access the metadata for WOW, change the init-param PJ_USER_ID value to wow60 instead
of wow.

<init-param id="WOW Metadata System User ID">

<param-name>PJ USER_ID</param-name>

<param-value>wow60</param-value>

</init-param>

Now, change the metadata system settings and logins without reinstalling WOW. If there
are errors thrown about connection to the WOW metadata system then the web.xml
document is a good place to look first.

Configuring Logging (Log4j)

As WOW runs, it logs events that are important. Some events are more important that
others, so we made this logging configurable by modifying a property file in the wow folder.
You may want to change the level of logging to a more verbose mode to see detailed or
debugging information. In most cases, you will just want to log exceptions or events that
cause WOW to error. By default, only events of levels WARN, ERROR, and FATAL are logged.

Log4] Configurations

Currently events can be logged at the following levels (listed in order of increasing
severity): DEBUG, INFO, WARN, ERROR, and FATAL. You can also control where you want
the log messages outputted to. You can direct them to Standard Out (stout), or a file
(output.log) or both. By default we direct output to both stdout and output.log.

The master configuration file is called log4j.cnfg. You can find this file in the following
directory: <TOMCAT INSTALL ROOT>\webapps\wow\dataengine\logging\.
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For more verbose logging, try renaming the Verbose Stdout out.log log4j.cnfg file to
log4j.cnfg. Likewise, if you would like a less verbose logging level, rename one of the Light
Stdout... files to log4j.cnfg. Make sure you keep the original log4j.cnfg file so you can always
change it back.

NOTE: You will have to restart the Web server for the changes to take effect.
For more advanced logging techniques, see the following link:
http://jakarta.apache.org/log4j/docs/manual.html.

WOW Log File (output.log)
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If your log4j.cnfg is directing output to a log file, you can find that log file by searching for
the file name set in the config file. By default, the file is named output.log and it can be
viewed by looking in the Start Button shortcut where you click Start Tomcat. For example:
Start Button => Programs => Apache Tomcat 4.1 =>output.log.

Running a SQL Statement with Period in the name of a
Database Table

WOW 6.0 does not support a period in any of the names of a table that are being modified
by a SQL statement. For example: SELECT * FROM PJDATA.EMPL.NM - where all the rows of

EMPL.NM are being selected will not work. We suggest that you create a logical over
“"EMPL.NM” and give it a normal name such as "EMPLNM".

When Running WOW off of a Linux or Unix machine and
with MySQL, some operations don’t work
When running operations in on any UNIX machine and using MySQL as Metadata Server
some of the operations are throwing errors or not working. This may be because MySQL
running on a Unix System requires all library (schema names) and table name to be in

UPPER CASE. Check to make sure all your files being accessed are in UPPER CASE and
restart the MySQL Server.

When creating a row, the Current Date ~-CURRENT
returns the wrong date
When inserting a new row, a default timestamp can be obtained by putting *CURRENT in
the FD of a Date Field. Unfortunately, the time might be off by either a time zone or just by
hours, minutes or seconds. This is normally a configuration issue from your 0OS/400 or JDK.

Instructions on how to correctly setup the time zone offsets are in IBM Redbooks.

Changing Database Tables and Views:
The IJDBC driver provider may cache information about tables and views for performance

reasons. If you change the definition of a table or view, you may need to restart the
associated WOW connection for the database change to be enforced.

WOW Administration and Support
Backing Up WOW Metadata

All of WOW's critical information is found within its metadata. This makes backing up your
data very crucial. Backing up important data within WOW or any other program for that


http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/tips0044.html?Open
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/tips0044.html?Open

matter is one of the most important ways you can assure that your organization will run
smoothly. The backup process will be different on most machines.

Backing Up WOW Metadata from AS/400

If your installation stores WOW metadata on the AS/400 you should regularly backup the
libraries PJUSER64 and PJSYS64. PJUSER64 contains user metadata while PJSYS64 contains
WOW metadata. By default, the PJUSER64 library contains all operations, applications, and
field descriptors that you will have created. In the event of disaster recovery, restore these
libraries to your AS/400. (If you are using an application library other than the default, then
you should backup that library).

Backing Up WOW Application Code

You should also regularly backup WOW'’s application code and any customer Java classes or
other web files you may have created during your development. All this code is contained
and web files are contained with in your application server’s .../webapps/wow64 folder. This
folder should be backed up on a regular basis.

Backing Up WOW Metadata Using DB2 on Windows

NOTE: You do not need to backup DB2 on Windows for WOW 6.4. Storing WOW metadata
on DB2 on Windows is not formally supported in WOW 6.4.

This section will give an overview of backing up metadata using DB2 on Windows (DB2 is
IBM’s Database program).

To back-up metadata with IBM WebSphere first goto:
Programs-> IBM DB2 ->Control Center

Once the DB2 Control Center is opened locate the database where your metadata is located.
If there are any other databases that are important you can back them up here also. To
backup a database simply right click on the database and go to backup-> database. After
clicking database another window will open which will be similar to the screenshot below:



[® Backup Database - METADATA

FICO - DB2 - METADATA

Backup | options |
Backup to

Media type

Diractories or tapes

Specify directories or tapes

Backup image

Estimated size: not available

Browse... |

Backup Now Cancel Schedule... Show Command

Help

Next click browse, enter the location where you want your metadata backup saved to and
click backup now. You will get two messages the first telling you the backup has began and
the next telling you the backup has been completed.

Disaster Recovery

Disaster recovery procedures involve the following steps.

1. Restore the application server on which WOW is running. Normally, this will be either
Tomcat or WebSphere. The WOW 6.4 download bundles all needed components plus
Tomcat. This can be used to restore the application server in the event it is nheeded.

2. Restore or replace the .../webapps/wow64 folder in your environment. This will
restore all WOW's application code plus any user specific files. It is recommended to
back up your webapps occasionally, as all your custom resources reside here.

3. Restore AS/400 libraries PJSYS64 and PJUSER64 from your backups. These libraries
contain metadata used to execute WOW based applications.

Version Control
Managing WOW application from a version control perspective involves the following steps.
Web Resources (Java, JSPs, HTML, etc)

These resources are PC based files residing in your IDE of choice and ultimately in the
webapps/wow64 folder of your application server. These files can integrate with any PC
version control package such as CSV. These web resources residing in folder wow64 can be
saved at a version boundary using a simple windows copy folder operation and archived
along with the metadata to provide version control and backup support.



Metadata

Metadata can be achieved at version boundaries with the associated web resources from
above. Simply copying the library or schema at a version boundary also provides for
version control.

NOTE: Using the application library support described in this manual can
enable multiple version support.

Web Application Server Information

WOW has the ability to run on different Web Applications Servers. Web Application Servers
are used to put dynamic information on the Web. WOW runs on three major Web
Applications Servers. These are IBM WebSphere, Apache Tomcat, and Web Logic. Tomcat is
the only free Web Application Server of the three. The following links will direct you to
detailed information on the various application servers.

IBM WebSphere
http://www.ibm.com/websphere

http://www.ibm.com/software/webservers

Apache Tomcat
http://jakarta.apache.org/tomcat

http://jakarta.apache.or

Web Logic
http://www.bea.com

http://www.bea.com/products/weblogic/server

Getting Support for WOW

Terms and conditions of WOW support vary based on your individual license agreement. In
general technical defect support is provided as part of your purchase while product usage,
design, and consulting support are chargeable items.

NOTE: WebSphere, Tomcat, and Weblogic are separate and independent products.
Technical support for usage and defects in these products is NOT covered by your WOW
license.

Below is the contact information that can be used to get any information that you need
concerning WOW.

Email Address:

support@planetjavainc.com

Technical Support by Phone:
760.432.0600
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WOW Copyright Information

The Web Object Wizard (WOW) is owned by Planet] Corporation, copyright 2003.
This product includes software developed by the Apache Software Foundation
(http://www.apache.org/)
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